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Onpenenenus

B HacTosmieM AOKyMEHTE HCIOJB3YIOTCA CIEAYIOIIUE TEPMUHBI U UX
ONpEICIICHHUS.

ABTOMAaTH3MPOBAHHAA CHMCTEMa — CHCTEMA, COCTOSIIAs U3 NEepcoHaNa 1
KOMIUIEKCA CpPEICTB  aBTOMAaTU3allMM €r0  JICITENIbHOCTH, peaIu3yrolas
UH()OPMAITMOHHYIO TEXHOJIOTHIO BBITIOJIHCHUS YCTAHOBJICHHBIX (DYHKITHM.

AyTeHTH(UKALMSA OTNPABUTENN JAHHBIX - NOATBEPKICHUE TOTrO, YTO
OTIPABUTEND MOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTh NEPCOHANBHBIX [AaHHBIX - COCTOSHHE 3alllUIIEHHOCTH
NEPCOHANBHBIX  JTAHHBIX, XapaKTEPU3yeMOE CIIOCOOHOCTHIO  IOJb30BATENEH,
TEXHUYECKUX  CPEJACTB M  HMHPOPMALMOHHBIX  TEXHOJOTUH  00ECHeYuTh
KOH(PUJIEHIIUAIBHOCTb, IIEJIOCTHOCTh U JIOCTYIMHOCTh MEPCOHANBHBIX JAHHBIX MPHU
ux 00paboTke B UHPOPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX TaHHBIX.

buoMerpuyeckue ImnepcoHAJbHbIC [JaHHbIE - CBEACHUSA, KOTOPBIE
XapaKTepU3yIOT (PU3NOJIOTUYECKUE OCOOCHHOCTH YEJIOBEKA U HA OCHOBE KOTOPBIX
MOXHO YCTAHOBUTH €r0 JUYHOCTh, BKJIOuUas (ororpaduu, OTIEUATKH MAJIbIICB,
o0pa3 ceTyaTKM Tja3a, OCOOCHHOCTHM CTPOCHMSI Tejla M JAPYTryl MOJ00HYIO
UH(pOpMaIHIO.

biokupoBaHue NEPCOHAJBHBIX AAHHBLIX - BPEMEHHOE IIPEKpalICHUE
coopa, cuUCTeMaTu3alli¥, HAKOIUJIEHUs, MWCIOJIb30BAHUS, PACIPOCTPAHECHHUS,
IIEPCOHAIBHBIX TAHHBIX, B TOM YHCJIE UX MEPENAYU.

Bupyc (KOMNbHOTEPHBbIH, IPOrPAMMHBII) - UCIIOJHAEMBIM MPOrPAMMHBIN
KOJl WJIM WHTEPIPETUPYEMbIA HAOOp HWHCTPYKIMM, O00JIaJaroIuii CBOMCTBaAMHU
HECAaHKLIMOHUPOBAHHOTO PACIPOCTPAHEHUS U camoBocnpou3BeneHus. Co3gaHHbIE
nyOMUKaThl KOMITBIOTEPHOTO BHpyCa HE BCErJa COBIAJAIOT C OPUTHHAIOM, HO
COXpaHSIOT CIIOCOOHOCTh K JalbHEHIIEeMYy pacnpoCTPAaHEHHUIO M CaMOBOC-
IIPOU3BEACHUIO.

Bpenonocnas mporpamma - mporpamma, IpeJHa3HaueHHas IS
OCYILIECTBJIICHUSI HECAHKIMOHMPOBAHHOTO JOCTyma W (WJIM) BO3ACHCTBHUS Ha
NIEPCOHANIbHBIE TAHHBIE WM PECYpPChl HHPOPMALIMOHHON CUCTEMBI MEPCOHATBHBIX
JTAHHBIX.

BcenomoraresibHbIe TeXHHMYECKHE CPEACTBA M CHCTEMBbI - TEXHUYECKHUE

CpEICTBa M CUCTEMBI, HE IPeHA3HAYCHHBIE AJIs Iepeaaun, 00paboTKU U XpaHEHHUsI



NEPCOHANBHBIX  JaHHBIX, YCTAHABJIMBAEMbIE COBMECTHO C TEXHHUYECKUMU
CpPEICTBAMH M CHUCTEMaMH, MPEIHA3HAYEHHBIMH IS OOpabOTKH IEepCOHAIBHBIX
JAHHBIX WM B TOMEIIEHUAX, B KOTOPBIX YCTAHOBJIEHbI HH(POPMAIIMOHHBIC
CUCTEMBI IIEPCOHAIBHBIX IAHHBIX.

Jloctym B ONnepaMOHHYIO Cpeay KoMmIbloTepa (MHGOPMAIMOHHOM
CHCTeMbI NMEPCOHAJBHBIX JAHHBIX) — IOJYYEHHE BO3MOXHOCTH 3aIllyCKa Ha
BBITIOJIHEHUE IITATHBIX KOMaHM, (YHKUUN, MPOLEAYp OINEPAIIMOHHON CHUCTEMBI
(YHUYTOXXCHHUSI, KOMMMPOBAHUSA, TEPEMEIICHUS M T.I1.), HWCIOJHSAEMBIX (ailioB
MIPUKIIATHBIX IPOTPaMM.

Joctyn Kk MH(OpMALMH - BO3MOXXHOCTb MOJYy4YE€HHs] MHPOpMALUU U €€
UCITOJIb30BaHUS.

3akiiaiouHOe YCTPOMCTBO — 3JIEMEHT CpPEICTBA CheMa HH(OpMaluu,
CKPBITHO BHEAPSEMBINA (3aKJIabIBAEMbI WM BHOCHMBINA) B MeCTa BO3MOKHOTO
cbemMa MHpoOpMalK (B TOM YHUCJIE B OTpaXkJCHHE, KOHCTPYKIIHIO, 000pyJOBaHUE,
MpEAMETHI HUHTEPbEPA, TPAHCIIOPTHHIE CPEJICTBA, & TAKIKE B TEXHHUUECKUE CPEICTBA
U CUCTEeMbI 00pabOTKH MH(MOPMALIHH).

3amumaemasi uHdopmMauusa - HHPOpPMAIUS, SBISIOMIAACS TPEAMETOM
COOCTBEHHOCTH U TMOMAJEXKAallas 3alluTe B COOTBETCTBUU C TpeOOBaHUAMHU
MPABOBBIX JTOKYMEHTOB WJIM TPeOOBAHUSAMHU, YCTAHABIMBAEMBIMU COOCTBEHHHUKOM
uH(popManuu.

UnenTnduxkanuss - npucBoeHue cyObeKTaM H 00BbEKTaM JocTyna
unaeHTuGuKaTopa W (WIU) CpaBHEHUE TMPEIBSIBIIEMOr0 HACHTUPHUKATOPA C
nepeyHeM MPUCBOCHHBIX UIECHTU(PUKATOPOB.

HNudopmaTUuBHBIA CHUTHAJ — 3JJICKTPUYECKUE CUTHAJbI, AKYCTHUYECKHUE,
AIIEKTPOMArHUTHBIE U JIpyrue (U3NUecKue Moss, Mo napaMerpam KOTOPbIX MOXKET
OBITh PAcKpHIT KOH(PUACHIHAIbHAS WHOOpMaIs (MIePCOHABHBIE JIaHHBIC)
oOpabaTtbeiBaemasi B UHPOPMAIMOHHON CUCTEME MEPCOHATIBHBIX JaHHBIX.

Nudopmanuonnass cucremMa mnepcoHadbHbIX AaHHbIX (MCIIAn) -
uH(QOpMAIlMOHHAsT ~ CHUCTEMa,  MpeAcTaBisiionas  co0oll  COBOKYIMHOCTb
NEPCOHANBHBIX  JaHHBIX, COAEpXKaIMXcs B 0a3e JaHHBIX, a TaKke
WHOOPMAIIMOHHBIX TEXHOJIOTMM W TEXHMYECKUX CpPEJCTB, MO3BOJSIOLINX
OCYIIECTBJIATh 00pabOTKY TaKUX TEPCOHATBHBIX JAHHBIX C HCIOJIb30BAHUEM

CpE€aACTB aBTOMATHU3alluy NI 0e3 UCMOJIb30BaHUS TaKUX CpCACTB.



NudopmManuoOHHbIE TEXHOJOIMMH - IPOLECCH, METOAbI MOHCKa, cOopa,
XpaHEeHUs, O0OpabOTKH, NPENOCTaBIEHUS, PACIpPOCTPAHEHHUd HHPOpMaUUU U
CIOCOOBI OCYIIIECTBIICHUS TaKUX MPOIIECCOB U METOJIOB.

Hcnosb30BaHue MNEPCOHANBHBIX MAAHHBIX - JCHCTBUA (Omepauuu) ¢
MEPCOHAJIBHBIMU JTAHHBIMH, COBEPIIAEMBIE OINEPAaTOPOM B UEIAX MPUHATHUS
pPELICHUN WM COBEPUICHHUS WHBIX JCHUCTBUM, MNOPOKIAIOIINX HOPUINUECKUE
MOCJIEJICTBUSL B OTHOILIEHUU CYOBEKTa MEPCOHANBHBIX JAHHBIX WU JIPYTUX JIMII
a100 MHBIM 00pa30M 3aTparuBaroOIIMX MpaBa U CBOOOBI CyOBEKTa MEPCOHATBHBIX
JAHHBIX VI IPYTUX JIULI.

Hcrounuk yrpossl 0Ge3omacHocTH HHGOPMANHMM - CyOBEKT JOCTYIa,
MaTepuagbHbli OOBEKT WM (PU3UYECKOE SIBICHUE, SBISIOMIMECS MPUYUHON
BO3HMKHOBEHUS YTpo3bl 0€30MMaCHOCTU UH(POPMALIIH.

KonTposmpyemasi 30Ha - TNpOCTPaHCTBO (TEppUTOpHUA, 3JaHHUE, YacTb
3/1aHUs, TOMEIICHHE), B KOTOPOM HCKIIOUYEHO HEKOHTPOJIHMPYEMOE MpeObIBaHUE
IIOCTOPOHHMX JIMII, & TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX U WHBIX MAaT€PUATIbHBIX
CPEICTB.

Kon(puaeHuMaJIbHOCTh NEPCOHANBHBIX [JAHHBIX - 00s3aTENIbHOE IS
COOJIIOJIEHUsI OMEePaTOPOM WJIM HMHBIM MOJYYUBUIMM JOCTYH K HEPCOHAJIbHBIM
JaHHBIM JIMIOM TpeOoBaHHE HE JOIMYCKaTh MX pacHupocTpaHeHue Oe3 cornacus
CyOBEKTa MEPCOHAIBHBIX JAHHBIX WJIM HAJTUYHSI HHOTO 3aKOHHOTO OCHOBAHHSI.

Me:xcereBoii 3KpaH -  JOKaibHOE  (OJHOKOMIIOHEHTHOE)  WJIU
(yHKUHMOHATBHO-PACHIPENEIEHHOE  MpOorpaMMHOE  (IIPOrpaMMHO-aNmnapaTHoe)
CPEACTBO (KOMILIEKC), peaau3yroliee KOHTPOIh 3a HHpopMaIuei, MoCTynaromen B
MH()OPMAIIMOHHYIO CUCTEMY IMEPCOHAJIBHBIX JAaHHBIX M (MJIM) BBIXOJALIEH U3
UH(OPMAITMOHHONW CUCTEMBI.

Hapymuresnb 0e301aCHOCTH MEPCOHATBbHBIX JAHHBIX- (PU3UYECKOE JUIIO,
CIIy4ailHO WJIM NPEJHAMEPEHHO COBEPILIAOIIEE JIEWCTBUS, CIEICTBHEM KOTOPBIX
ABJIIETCSl HapylleHHue Oe30MacHOCTU MEPCOHANbHBIX AAHHBIX MPU HX 00pabOTKe
TEXHUYECKUMHU CpeJICTBaMU B HWH(MOPMALMOHHBIX CHCTEMax IEePCOHAIbHBIX
JTAHHBIX.

HeaBromaTusupoBanHasi o00padoTka TMEPCOHAJBHBLIX [JAHHBIX -
00paboTKa NMepCcOHANbHBIX JTAHHBIX, COACPKAIIUXCSI B MHPOPMALIMOHHON CHCTEMe

NEPpCOHAJIBHBIX JaHHBIX 00 WM3BJICUCHHBIX U3 TaKou CUCTEMbI, CUHTACTCA



OCYUIECTBJICHHOM 0e3 UCIIOJIb30BAHUS CpEeIICTB aBTOMaTU3allUU
(HeaBTOMaTU3UPOBAHHOM ), €CIIM TaKue JEHCTBUSA C IEPCOHAIBHBIMU JAHHBIMU, KaK
UCIIOJIb30BAaHUE, YTOYHEHUE, PACHpOCTpaHEHUE, YHUYTOXKEHHUE IMEePCOHAIBHBIX
JAHHBIX B OTHOILIEHUU KaXJOT0 U3 CYOBEKTOB TMNEPCOHANBHBIX JaHHBIX,
OCYUIECTBJISIOTCS MPU HEMOCPEICTBEHHOM y4aCTUH YEJIOBEKa.

HenexkiapupoBaHHble BO3MOKHOCTH- (DYHKIIMOHAJIbHBIE BO3MOKHOCTHU
CPEIICTB BBIYUCIIMTEILHON TEXHHUKH, HE OIMCAHHBIE WA HE COOTBETCTBYIOIINE
ONMMCAHHBIM B JOKYMEHTAllMH, IPU UCIHOJIb30BAHUU KOTOPBIX BO3MOKHO
HapylieHue KOH(PUIACHIIMAIBHOCTH, JOCTYITHOCTH WM LIEIOCTHOCTU 00padaThiBa-
eMoi MH(pOpMaIIUU.

HecaHKIMOHMPOBaHHBIN A0CcTYN (HeCAHKIIMOHUPOBAHHbIE AelicTBHSA) -
JOCTYIl K MHGOpMAIMKM WIA JEHCTBUS ¢ MHPOpMalUEH, HapyIIAIOIUe MpaBuiia
pa3rpaHUYCHUS TOCTYIA C UCTIOJB30BAHUEM IITATHBIX CPENICTB, MPEIOCTABISIEMBIX
MH(OPMAITMOHHBIMUA CHUCTEMaMHU MEPCOHAIBHBIX JIAHHBIX.

Hocutenb undopmanum - GuU3nMUecKoe JUIO WIM MATEPUATBHBIN OOBEKT,
B TOM 4Hclie (PU3NYECKOE MOJIe, B KOTOPOM MH(GOPMAIIUS HAXOJUT CBOE OTpaKeHHE
B BHUJEC CHMBOJIOB, O0Opa30oB, CUTHAJIOB, TEXHHMYECKHX PEIICHWHA M MPOIIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3HMUECKUX BEIIUYHUH.

OO0e31uYuBaHUE TEPCOHAJIBHBIX JAHHBIX - JCUCTBUS, B pe3yibTaTe
KOTOPBIX HEBO3MOXKHO OIPEACIUTh MPUHAIICKHOCTh TEPCOHATBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY MEePCOHATBHBIX JaHHBIX.

O0paGoTka mNepPCOHAJNBHBIX JAHHBIX- JICHCTBUS  (Oomepanuu) C
NIEPCOHAILHBIMU  TAaHHBIMHU, BKJIfoYass CcOOp, CHCTEMAaTH3alliio, HaKOIUJICHHE,
XpaHEHue, YTOUYHEHUE (o6HOBICHME, U3MEHEHUE), UCIIOJIb30BaHUE,
pacrpocTpaHeHue (B TOM 4YHCJIE Mepeaady), oOe3rMuuBaHue, OJOKHPOBAHUE,
YHUYTOXXEHUE TIEPCOHATILHBIX JaHHBIX.

OOmenocTynHble MNEePCOHANIbHbIE JaHHbIE - TEPCOHAIBHBIC JIaHHEBIE,
JOCTYNl HEOTPaHWYCHHOTO Kpyra JHIl K KOTOPBIM TPEIOCTaBICH C COTJIACHs
CyOBEKTa TEPCOHANBHBIX JIAHHBIX WJIM Ha KOTOpPhIE B COOTBETCTBHH C
dbenepalbHBIMU  3aKOHAMU HE PACHpPOCTpaHseTCs TpeOoBaHHWE COOIIOICHMUS
KOH(HIEHIIMATbHOCTH.

Onepatrop (mepcoHaNbHBIX [AAHHBLIX) - TOCYAAPCTBEHHBIA OpraH,



MYHUIIMNIATBHBIA OpPTraH, IPUINYECKOE WU (PU3NYECKOE JMII0, OPraHU3yIoIIee U
() ocyumecTBisiomee OO0padOTKY TMEpPCOHATBHBIX JAaHHBIX, a TakKXKe
OTIPEIEIISIIONTNE 1IEJIU U COJIepKaHuEe 00pabOTKH MEPCOHANBHBIX TaHHbIX.

TexHuyeckue cpeacrBa HHGOPMALMOHHON CHCTEMbI NEPCOHAIbHBIX
JAHHBIX -  CPEJICTBAa  BBIYUCIUTENBHOW  TEXHUKH,  HH(OPMALMOHHO-
BBIYHCIIUTENbHBIE KOMIUIEKCHI U CETH, CPEJICTBA M CUCTEMBI Mepenayu, mpruemMa u
oopadotku IIJIn (cpemctBa W cHCTEMBI 3BYKO3AalHMCH, 3BYKOYCHUJICHHS,
3BYKOBOCIIPOM3BE/ICHHUSI, IEPETOBOPHBIE U TEJIEBU3MOHHBIE YCTPOICTBA, CPEACTBA
U3TOTOBJICHUSI, TUPAKUPOBAHUS JIOKYMEHTOB U JIPyrue TEXHUUYECKHE CpEACTBa
00paboTKK peueBoid, rpaduyecKoi, BU1e0- 1 OyKBEHHO-LU(PPOBON HHPOpMaALUN),
IpOrpaMMHBIE Cpe/icTBa (ONepallMOHHbIE CUCTEMBI, CUCTEMBI YIIPABJICHUS Oa3aMu
JaHHBIX W T.I.), CPEACTBA 3alIUTHl HHPOpPMALMH, MPUMEHSIEMbIE B
UH(GOPMAITMOHHBIX CUCTEMAX.

IlepexBar (MHpopManMu) - HEPABOMEPHOE IMONyYeHHUE WUH(POpMAIMU C
UCIIOJIb30BAaHUEM TEXHHUYECKOIO CpEACTBA, OCYILECTBISIOUIETO OOHApYKEHUE,
npueM 1 00paboTKy MHPOPMATHUBHBIX CUTHAJIOB.

IlepconanbHble jJgaHHble - J00as wuHGOpMAIUS, OTHOCSMIAsCS K
ONpENEICHHOMY WJIM OINpeeNseMOMY Ha OCHOBAaHMU Takoil HH(popMauu
dbuznyeckomy JHIy (CyOBEKTYy TNEpCOHAIbHBIX JaHHBIX), B TOM YHCJIE €ro
(bamunus, UMsi, OTYECTBO, T'OJl, MECAL, ]aTa U MECTO POXKACHHUS, aJIpec, CEMEIHOE,
COLIMAJIbHOE, MMYUIECTBEHHOE TMOJIOKEeHUEe, oOpa3zoBaHue, npodeccus, I0XOJbI,
npyrast uHbopmarus.

Ilo0ouHbIe  JIeKTPOMATHUTHBIC  M3JYYeHHS] M  HABOAKH  —
AJIIEKTPOMArHUTHBIE H3IIYYEHHUS TEXHUYECKHX CPEACTB OOpabOTKU 3allMIIaeMOM
uHpOpMaIlMK, BO3HHUKAIONIME Kak MMOOOYHOE SBJICHWE W  BHI3BAHHBIC
AIIEKTPUYECKUMH CUTHAJIAMU, JEHCTBYIOIIMMHU B UX 3JEKTPUUYECKUX U MATHUTHBIX
IEMIX, a TAaKXKE IEKTPOMArHUTHBIE HABOJKU ITUX CUTHAJIOB HA TOKOMPOBOISAIINEC
JVMHUHA, KOHCTPYKIIUHU ¥ [IeTIA TUTAHMSL.

MoanTHKAa  «YMCTOrO0  CTOJA» -  KOMIUIEKC  OpraHU3allMOHHBIX
MEPONPHUITHIA, KOHTPOJUPYIOIIUX OTCYTCTBHE 3alHMCHIBAaHUS Ha OyMakHbIC
HOCUTEIM KItoueld u aTpulOyToB jJocTyna (maposieid) W XpaHEeHUus UX BOJIM3U

00BEKTOB JIOCTYIIA.



I[Hoab30BaTe b HHPOPMALNMOHHON CUCTEMBI NMEPCOHATBHBIX JAHHBIX —
JUI0, YyYacTByiomlee B (DYHKIIMOHMPOBAHMKM HMHGPOPMAIMOHHON  CHUCTEMBbI
MEPCOHANIBHBIX JJAHHBIX WM UCTOJB3YIOIIEe PE3YNbTaThl €€ (yHKIIMOHUPOBAHUS.

IIpaBuiaa pasrpaHuMyeHHss JOCTYNA —  COBOKYIHOCTb  IIpaBWUl,
periaMeHTUPYIOIINX MpaBa JOCTyIa CyObEKTOB JIOCTYIA K 00BEKTaM JOCTYIIA.

IIporpammHuas 3akjiajika — KOJ POrpamMMbl, IpeIHAMEPEHHO BHECEHHBII
B IporpaMMy C I€JIbI0 OCYUIECTBUTh YTE€UKY, HW3MEHUTh, OJIOKUPOBATH,
YHUYTOXUTh WHOOPMAIMIO WM YHUYTOKUTH U MOAU(PHUIIUPOBATH MPOTPAMMHOE
oOecrieueHne HHPOPMALIMOHHON CHUCTEMbl TEPCOHANBHBIX JAHHBIX U (WUJIN)
OJIOKMpPOBATh anmnapaTHbIe CPEICTBA.

IIporpamMHoe  (mporpaMMHO-MaTeMaTH4eCcKoe)  BO3JeiicTBHEe -
HECAHKIIMOHUPOBAHHOE  BO3JICMCTBUE HA  PECYpPChl  aBTOMATU3UPOBAHHOM
UH(OPMAITMOHHONW CHUCTEMBI, OCYIIIECTBIIIEMOE C MCIOJb30BAaHUEM BPEIOHOCHBIX
POTPaMM.

PackpbiTHe NepCOHAJNBHBIX AAHHBIX - YMBIIUICEHHOE WM CIy4ailHOE
HapylieHrue KOHPUACHIIMATbHOCTU MEPCOHATBHBIX TaHHBIX.

PacnpocTrpaHeHune nepcoHaNbHBIX JAHHBIX - JICHCTBUS, HAIIPABICHHBIE HA
nepegady TMepCOHAJIbHBIX JIaHHBIX OINpEJeNICHHOMY Kpyry Juil (mepenaya
MEPCOHAIBHBIX [IaHHBIX) WJIM HAa O3HAKOMIICHHE C NEPCOHAIBHBIMU JaHHBIMU
HEOTPAHUYEHHOTO Kpyra JHI[, B TOM YHCJI€ OOHApOJOBaHUE MEPCOHATBHBIX
JTAHHBIX B CPEJCTBAX MacCOBOM MH(OpMaIIUU, pa3MelleHrne B UHPOpMaImOHHO-Te-
JIEKOMMYHUKAIIMOHHBIX CETSAX WM MPEJOCTaBJIECHUE JOCTyINa K IMEePCOHAIbHBIM
JTAHHBIM KaKHUM-JIN0O UHBIM CITIOCOOOM.

Pecypc wuHdpopmManMOHHOM CHCTEMbI - HWMEHOBAHHBIA  DJIEMEHT
CUCTEMHOTO, MPHUKJIAJTHOTO WJIM amlmapaTHoro obecredeHus: (PyHKITMOHUPOBAHUS
MH(OPMAIIMOHHOW CUCTEMBI.

CneunanbHble KATErOPHMH MNEPCOHAIBHBIX JAHHBIX - TIEPCOHAJBHBIC
JJaHHbIE, Kacalolllhecsl PacoBOil, HAIMOHAJIBLHON MPUHAJIEAKHOCTH, MOJIUTHIYECKUX
B3TJISII0B, PEIUTHO3HBIX WM (pritocopckux yOeKIeHUM, COCTOSTHUSL 3I0POBbS U
WHTUMHOM XKM3HU CyOBEKTa MePCOHATBHBIX TAHHBIX.

CpeacrBa BbIYMCJIUTEIbHOM TEXHUKH - COBOKYIMHOCTh MPOTPAMMHBIX U
TEXHUYECKUX  DJEMEHTOB  CHCTeM  OOpaOOTKM  JaHHBIX,  CIOCOOHBIX

q)YHKHI/IOHI/IpOBaTB CaMOCTOATCIIbHO UJIKM B COCTAaBC APYIrUX CHCTCEM.



Cy0bekT gocryna (cy0beKT) — JIMIO WIM MPOoLEecC, AEHCTBUSI KOTOPOTro
pErIaMEHTUPYIOTCS TPaBUJIaMU pa3rpaHUUYEHUs JOCTYyIA.

TexHuyeckuil KaHaJ yTeYKM HHPOPMALUM - COBOKYIIHOCTb HOCHUTEIA
uHpopmaruu  (cpenctBa 00pabOTKHM), (U3MUECKOW Cpeabl PACIPOCTPAHCHHS
MH(OOPMATUBHOTO CUTHAjJa W CPEACTB, KOTOPHIMHU JOOBIBAETCS 3allUIlaeMast
uHpopMaIusl.

TpancrpanuyHas mnepeaada MNEPCOHANBbHBIX JAHHBIX — IIiepeaayda
NEPCOHANBHBIX  JIaHHBIX OINEpaTopoM dYepe3 locyaapCcTBEeHHYIO TI'paHULly
Poccuitickon ~ @enepaumu  OpraHy  BJIAaCTH  HMHOCTPAHHOTO  TOCYAapcCTBa,
(U3MYECKOMY WU IOPUANYECKOMY JIMIy MHOCTPAHHOTO TOCYJapCTBa.

Yrpo3bl 0€30aCHOCTH MEPCOHAJIBHBIX [JaHHBIX — COBOKYIHOCTb
yCIOBUA M (PaKTOPOB, CO3JAIONIMX OMACHOCTh HECAHKIIMOHHUPOBAHHOTO, B TOM
YUCJIE CIy4alHOIo, JOCTYIA K NEPCOHAJIbHBIM JAHHBIM, PE3YyJIbTATOM KOTOPOTO
MOXXET CTaTh YHUYTOXKEHUE, U3MEHEHHE, OJIOKMPOBAaHUE, KOIMPOBAHUE,
pacrnpocTpaHEHHUE NEPCOHANBHBIX JAHHBIX, a4 TAKXKE UHBIX HECAHKIITMOHUPOBAHHBIX
JNeUCTBUA Npu HX 00paboTke B HMHPOPMALMOHHOM CHCTEME NEPCOHAIBHBIX
JTAHHBIX.

YHUYTOKEHHE TMEePCOHAJbHBIX JAHHBIX - JEHCTBHS, B pe3yJibTare
KOTOPBIX HEBO3MOYKHO BOCCTaHOBHUTBH COJIEP)KAHHE IIEPCOHAIBHBIX JIAHHBIX B
MH(OPMAIMOHHOW CHUCTEME MEPCOHANBHBIX JAHHBIX WM B PE3YyJIbTaTe€ KOTOPBIX
YHUYTOXAIOTCSI MaTEPUATIbHBIE HOCUTENN EPCOHAIBHBIX JAHHBIX.

Yreuka (3amumaeMon) HMHPOPMALUM 10 TEXHHMYECKMM KaHaJIaM-
HEKOHTPOJIUPYEMOE pacnpoCcTpaHEeHHEe WMH(OPMalMKU OT HOCUTEINS 3allUIlaeMOi
uHpopmaluu  4yepe3  (PU3NYECKYI0 Cpedy [0 TEXHHMYECKOro  CpeiCTBa,
OCYILECTBIISIOLIETO NepexBaT HH(POpMaLIHH.

VYa3BumMocTh - c1a0oCTh B CPEACTBaX 3alllUTHI, KOTOPYIO MOXKHO
UCIIOJIb30BAaTh JJIsl HAPYILIEHUS CUCTEMBI WIIH COAeprKalleiics B Heil nHdopmanuu.

HesocTHocTh MHGOPMALMU - CIOCOOHOCTH CPEJCTBA BBIUMCIUTEIBHON
TEXHUKU WIM aBTOMATU3UPOBAHHOM CHCTEMbl oOOecneurBaTh HEU3MEHHOCTh
uHbOpMaAllMM B YCIOBUSX CIy4aHOTO W/WIM NpPEIHAMEPEHHOTO HWCKAXKEHUS

(pa3pyl1ienus).



OBO3HAYEHUSA U COKPAIIEHUSA
ABC - anTHUBUpYCHBIE CpEICTBA
APM - aBTOMaTH3MpoOBaHHOE paboUee MECTO
BTCC — BcnomoraTesbHble TEXHUYECKUE CPEJICTBA U CUCTEMBI
NUCTIIx - nndopmaimonHas cuctemMa nepCcoHaIbHbIX JAaHHBIX
K3 - koHTponupyemas 30Ha
JIBC - nokanpHas BBIYUCIUTENIbHAS CETh
MD - MeKCEeTEBOM IKpaH
HCJI - HecaHKIIMOHUPOBAHHBIN JTOCTYII
OC - onepanoHHas cUCTEMA
[1/TH - nepcoHanbHBIE TAHHBIE
[IMB - nporpaMMHO-MaTeMaTUYECKOE BO3ACUCTBUE
[10 - nporpamMmMHOe oOecrieueHne
[I9MMUH - no6o4HbIE 3EKTPOMArHUTHBIE U3TYYE€HHSI U HABOJIKH
CA3 - cucrema aHanmu3a 3alUIIEHHOCTH
C3U - cpenctra 3amuThl HHGOpPMALIUU
C3I1H - cucreMa (moAcucTeMa) 3alUThl IEPCOHATBHBIX TaHHBIX
COB - cuctema 0OHapyX€HUSI BTOP>KEHHI
TKVYMU - TexHuueckue KaHalbl yTeUKU HHOOPMAITUU
VYBIIH - yrpo3bl 6€301aCHOCTH MEPCOHATBHBIX TaHHBIX



1. BBeaenue

Hactosmass Konnenuus wunpopmannonHoi 6e3omacnoctn WCIIH B
HerocynapctBeHHOM 00pa3oBaTeIbHOM YAaCTHOM YUPEKJIECHUHU JTOMOJHUTEIHLHOTO
poecCuOHaTEHOTO oOpa3oBaHUs «Cubupckuit MEXPETHOHATBHBINA
oOpazoBarenbHbIl  1IeHTp» (manee — HOUY JIIO «CMOILly») ssnsgercs
opuIMaTbHBIM JOKYMEHTOM, B KOTOPOM OIpeEJelieHa CUCTeMa B3IIAJ0B Ha
oOecrnieuenue nHpopmarmonno 6ezonacaoctu B HOUY 10 «CMOILLy.

Jannas Konuenmus onpenensieT OCHOBHbBIE L€ U 33/1a4H, a TAKKE OOLIYIO
CTPaTETUI0 TOCTPOCHUSI CHCTEMBbl 3alllUThl TepcoHanbHbIX JaHHBIX (C3I1/IH)
HOUYY HAIIO0 «CMOLl». Konuenuus omnpenensieT OCHOBHbIE TpeOOBaHUSA H
0a30BbI€ TOJAXOJBI K WX pealu3aluu, Uisl JOCTHKEHUS TpeOyemMoro ypoBHS
0e30macHOCTH HH(OpMaLUK.

Konuenmust pa3paboTaHa B COOTBETCTBUU C KOMIUIEKCHBIM TOJIXOJIOM K
obecnieueHuto  uH(MOpMalMOHHOW  Oe3omacHOCTH.  KOMIUIEKCHBIM — MOAXOJ
MpEANoaraeT IMPOBEICHUE psiia MEPONPUITUN, BKIIOYAIONIUX HCCIEAOBAHUE
yIrpo3 MHPOpMAIMOHHON 0e30MacHOCTH U pa3paboTKy cucteMbl 3aumuThl [1J[H, ¢
MO3UIMU KOMIUIEKCHOTO MPUMEHEHUS] TEXHUYECKHX U OpPraHU3allMOHHBIX MEpP U
CPEJICTB 3allIUTHI.

[Ton mHbOpManmoHHON Oe3omacHoCThiO T1/[H MOHMMaeTCsl 3alUIeHHOCTh
NEPCOHANBHBIX JIaHHBIX M oOpalarbIBalolield HUX HHOPACTPYKTYpe OT JIHOOBIX
CIIyYalHbIX WM 3JIOHAMEPEHHBIX BO3ICHUCTBUN, PE3YJIbTATOM KOTOPBIX MOKET
SBUTHCSI HaHECEHHE yiiepOa camoit uHpopmaiuu, ee BiajenablaM (cyObekTaM
[111) nnu undpactpykrype. 3anaun nHGOPMAIIMOHHON 0€30MaCHOCTH CBOJSATCA K
MUHUMU3AIUU yiepoa OT BO3MOXKHOU peanu3anuu yrpo3 O6ezomacHoctu [1J[H, a
TaKke K MPOTHO3UPOBAHUIO U IPEAOTBPAILCHUIO TAKUX BO3JICHCTBUM.

KoHuenuust ~ coykur ~ OCHOBOM 111 pa3pabOTKM  KOMILIEKca
OpPraHW3allMOHHBIX W TEXHUYECKUX Mep M0 o0ecreyeHnuto HUH(POpPMaIMOHHOM
oe3zonacnoctu HOUY JIIIO «CMOLly», a Takke HOPMATUBHBIX U METOAMYECKUX
JIOKyMEHTOB, OOECTICUMBAIONINX €€ peau3alfio, ¥ He TpPEearnojaraeT MoJIMEHbI
GyHKIIUH  TOCYJIapCTBEHHBIX opraHoB Biactu Poccuiickoit  denepaimm,
OTBEYAIOMIMX 3a OOecredeHne 0e30MacHOCTH WHOOPMAIIMOHHBIX TEXHOJIOTHH |

3alIUTy UH(POPMALIUH.
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Konuenmus sBisgercst METOIOJIOTHYECKOM OCHOBOM JIJIS:

— GopMHUpPOBaHUA U MTPOBEACHUS €IMHON MOJIUTUKHU B 00JACTH 0OecrieyeHus
oezonacuoctu [1JIn B UCIT[Ix HOUY IITO «CMOLy;

— MPUHATHUS YNPABICHYECKUX PEIICHUN U Pa3paOOTKU MPAKTUYECKUX Mep
M0 BOIUIOMICHWIO TOJUTHUKH Oe3omacHocTd [I/lH u BBIpaOOTKM KOMILIEKCA
COTJIACOBAHHBIX Mep HOPMaTHUBHO-IIPABOBOTO, TEXHOJIOTUYECKOTO u
OpPraHU3alMOHHO-TEXHUYECKOTO0 XapaKTepa, HaIpaBICHHBIX Ha BBISBICHUE,
OTPAKECHHE U JUKBUIAILMIO MOCIEICTBUI peanu3allid Pa3IMyHbIX BHUIOB yIrpo3
I1]1H;

— KOOpAMHALMA JEATEIIBHOCTH CTPYKTYpPHBIX noapasaeneanit HOUY (110
«CMOL» npu npoeneHun padoT mo paszputuio U 3kcmutyataiuun MCIIIH ¢
cobimoieHueM TpeboBaHuit obecrieuenus 6e3onacuoctu [1/1H;

— pa3paboOTKK  NPEMJIOKEHUW TIO0  COBEPUICHCTBOBAHUIO  IMPABOBOTO,
HOPMATUBHOTO,  METOJIUYECKOTO,  TEXHHUYECKOIO W  OpraHu3alMOHHOTO
obecnieuenus 6e3onacHoctu I1/{n B UCITJn HOUY AITIO «CMOILDy.

O6unactpy npuMeHnenus KoHienmuu pacrnpocTpaHseTcs Ha BceX paOOTHUKOB
HOUY [JOIIO «CMOLly», skciulyaTUpyrOLIIMe TEXHUYECKHE M MpOrpaMMHbIE
cpenctBa MCIIJIH, B KOTOPBIX OCYIIECTBIISIETCS aBTOMATU3UPOBAaHHAs 00paboTKa
I[IJln, a Takke Ha TOAPA3ICICHUS, OCYIIECTBISIONINE COIMPOBOXICHUE,
oOciykuBaHue U obecrieueHre HopmanbHoro gyHknuonupoBanus UCII/IH.

[IpaBoBoif 0azoit nisi  pa3paboTku Hactosimied KoHuenmuu ciryxar
TpeOOBaHUsI JICUCTBYIOIIETO 3akoHojarenbcTBa Poccuiickoit denepanuu B

00J1acTH 3alUThl NepCOHANBHBIX AaHHBIX (IT1/[H).

2. O01uMe moJI0KeHUS

Hacrosimas Konuenmus onpenenseT OCHOBHBIC 1IEIA W 3aJa4M, a TAKKe
OOIyI0 CTpPaTerHi0 TMOCTPOCHUS CHUCTEMBI 3alllUThI TIEPCOHAJIBHBIX JTaHHBIX
(C3I1n) HOYY AITO «CMOLly. Konuenuus onpeaessieT OCHOBHbIE TPeOOBaHUS
1 0a30BBIC MOJXOJbl K MX peaau3aiuu, sl JOCTIKEHHUS TPeOyeMoro ypOBHS
6e3omacHoCTH HH(POPMAITUH.

C3II[dx npencraBiasieT co0OMl  COBOKYNHOCTh OPTraHM3alMOHHBIX U
TEXHUYECKUX Meponpusastui s 3amutbel [[JIH OT HempaBoOMEpHOro uiu

CJ'Iy‘-IElfIHOFO A0CTylla K HHUM, YHHUYTOXCHUA, U3IMCHCHMUA, 6J'IOKI/Ip0BaHI/I$I,
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KONHMpOBaHUs, pacnpoctpaneHus [1/[H, a Takke MHBIX HENPABOMEPHBIX AEHCTBUN
C HUMH.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTAETCS IyTEM HCKIHOYEHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIy4allHOro, JOCTyHa K MepPCOHAIbHBIM
JAHHBIM, PE3YJIbTaTOM KOTOPOTO MOXKET CTaThb YHUYTOXXEHUE, HU3MEHEHHUE,
0JIOKUpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHEHUE NIEPCOHANBHBIX JaHHBIX, & TAKXKe
VHBIX HECAHKIIMOHUPOBAHHBIX JEHUCTBUM.

Crtpyktypa, coctaB u ocHoBHbIe (GyHKIMH C3II/IH ompemensroTcs MCXOs
n3 knacca UCII/Jx. C3II/IH BKIIFOYAeT OpraHU3allMOHHBIE MEPBl U TEXHUYECKHUE
cpeacTBa  3amuThl  MHGopMauuu (B TOM  4YHcie  IIA(pPOBaIbHBIC
(kpunTorpaduyecKkue) CpeacTBa, CPEACTBAa MPENOTBPAIICHUS HECAHKIIMOHU-
POBAaHHOTO JIOCTyMa, YTEYKM UWHGOpPMAIMUM 1O TEXHUYECKUM KaHajaM,
IPOrPAaMMHO-TEXHUYECKUX BO3JECUCTBUII Ha TEXHUYECKHE CpPEICTBA OOpabOTKH
[11H), a Takke HCIOJIb3yeMble B MHPOPMAIMOHHON cHCTeMe HMH(POPMAIMOHHBIC
TE€XHOJIOTHUU.

DT MepBI PU3BAHbI 00€CTICYUTH:

— KOH(UIEeHIIMATIBLHOCTH uHpopMaru (3ammTa oT
HECAHKIIMOHUPOBAHHOT'O O3HAKOMJICHHUS );

— HEJIOCTHOCTh HHGOpMaAlUM (aKTyalbHOCTh M HEIMPOTHBOPEUYHBOCTH
uHpopMalK, €€ 3allUIIEHHOCTh OT pa3pylIeHUsT W HECAHKIIMOHUPOBAHHOTO

WU3MEHEHHUS);

— AOCTYNHOCTb uH(MOpMaIMK (BO3MOXHOCTh 3a TMpHUEMIIEMOE BpeMs
MOJIYYUTh TPeOyeMy10 HH(POPMALIMOHHYIO YCIIYTY).

Craguu co3ganusa C3I1/IH BKIIOYaAIOT:

— MPEANpPOSKTHAs CTafusi, BKIIOYAIONIAs MPEANpPOSKTHOE 00CieI0BaHne

NUCIIH, pa3pabOoTKy TEXHUYECKOro (YacTHOIO TEXHUYECKOIro) 3aJaHusl Ha
co3manue C3II/H;

— CTaaus TMPOEKTUPOBaHUS (pa3pabOTKU MpOEKTa) W pealu3aluu
C3I1dn B coctaBe UCIIdH,

—cragua  BBoja B gedcrBue  C3II/IH, BKIOYaromas ONBITHYIO
HKCIUTYaTalMI0 U MPUEMO-CIaTOYHBIE UCIBITAHUS CPENICTB 3alUThl MH(OpMaLIUH,

a Takke oueHky coorBerctBus MWCIIJlH TpeOoBaHusM  0€30MACHOCTH
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uH(bOpMaInu.

OpraHu3aliMoHHbIE MEphl TPEeNyCMaTPUBAIOT CO3/JaHME M TOJJIEpP KAHHE
npaBoBoii 0a3el OezomacHoctu IIJIH u pa3paboTky (BBeIeHHE B JCHCTBUE)
npeaycMoTpeHHbIXx  [lomutukorr uHpopmanumonHoit  6e3omacHoctu  MCIIIn
OpraHU3alMOHHO-PACTIOPSAUTENbHBIX TOKYMEHTOB.

TexHuyeckre Mephl 3alUThl PEATU3YIOTCS TPU MTOMOIIU COOTBETCTBYIOIINX
MPOTPAMMHO - TEXHUYECKUX CPEJICTB U METOJOB 3aIlUTHI.

[lepeuerr HEOOXOAMMBIX MEp 3aIUThl HHPOPMAIMHA OMPEACISICTCS 10
pesyabraram obcnenoBanus UCIITa HOUY AITO «CMOLy.

3. 3apaun C3I1/In

Ocnognoit nenbto C3II/IH sBasieTcss MUHUMU3AIMS yiiepoa OT BO3ZMOXKHOM
peanu3zanuu yrpo3 6esomnacuoctu [1/1H.

Hnsa noctmxennss ocHoBHoM 1enu C3IIJIH momkHA pemarh ClIeayroIume
3a/1a4H:

— 3aluTa OT BMemarenbcTBa B mporecc (yukuuonupoBanusi MCIIIn
MOCTOPOHHMX JIUIl (BO3MOKHOCThH Hcmoiab3oBaHusg AC M J0CTyn K ee pecypcam
JOJDKHBI MMETh TOJIBKO 3apErMCTPUPOBAHHBIE  YCTAHOBJIEHHBIM  MOPSAKOM
MOJIb30BATENHN);

— pasrpaHWyYCHHUE JIOCTYINAa 3apPETMCTPUPOBAHHBIX  IOJIB30BATEIEH K
anmapaTHbIM, MPOrpaMMHBIM W HHpoOpMauuoHHbIM  pecypcam  HCIIH
(BO3MOXXHOCTh JOCTyNa TOJBKO K TE€M pecypcaM M BBINOJHEHUS TOJBKO TeX
orepalnuii ¢ HUMHU, KOTOpble HEOOXOIMMBI KOHKPETHBhIM mojb3oBarenssm UCIIIH
JUISL BBINIOJIHEHUSI CBOMX CIY>KE€OHBIX OOS3aHHOCTEH), TO €CTh 3allUTy OT
HECAHKIIMOHUPOBAHHOI'O JOCTYMA!

a) K uHpopmanuu, uupkyaupyromei B UCI x;

6) cpeacrBaM BerurciauTenbHon Texuuku UCI/IH;

) allllapaTHBIM, MPOTPAMMHBIM U KPUNTOTpaPUUECKUM CpeiCcTBaMm
3aIMThl, ucnoiap3yeMmbiM B UCIT/IH;

— pPETUCTpAIlMIO  JICMCTBUM  TOJIb30BATEJIEH  MOPU  KCIIOJb30BAHUU
3ammmaemMeix pecypcoB HMCIIJIH B CHCTEMHBIX KypHallax W NEPUOINYECKUI

KOHTPOJIb KOPPEKTHOCTH JEUCTBUU II0Jb30BATENEH CUCTEMBI ITyTEM aHAJIN3a
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COACPIKMMOTI'O OTHUX XYPHAJIOB;

— KOHTPOJb  LENOCTHOCTH  (OOecrmeueHue  HEU3MEHHOCTH)  CPelibl

HCIIOJIHCHUA ITPOTpaMM U €€ BOCCTAHOBJICHUC B CJIy4aC HAPYIICHU S,

— 3aIIMTy OT HECAaHKUMOHMPOBAaHHOW MoOAM(UKALMM U  KOHTPOJb
uenocTHocTy ucnoiyibdyembix B UCII/IH nporpaMMHBIX CPEICTB, @ TAKKE 3allHUTY
CUCTEMBI OT BHEPEHHS HECAHKIIMOHUPOBAHHBIX TPOTPaMM;

— 3anmTy [I/[H OT yTeuku MO TEXHUYECKMM KaHallaM IpU €€ 00paldoTKe,

XPaHCHUH U IICPCAAYUC 110 KaHaJIaM CBA3U,

— zammry [1/IH, xpanumoii, oOpabaTbiBaeMol U TiepelaBaeéMoii M0 KaHajam
CBSI3U, OT HECAHKLIIMOHUPOBAHHOI'O Pa3TJIAllICHUs] WJIA UCKAXKEHUSI;
— of0ecrieyeHue JKMBYYECTH  KPUNTOTpaQUUECKHMX  CPEACTB  3alIUThHI

uH(pOpMaIU IPU KOMIIPOMETALMU YaCTH KIFOYEBOM CUCTEMBI;

— CBOEBPEMEHHOE BBISIBIEHUE HCTOYHHKOB yrpo3 Oe3zomacHocty [1/1H,
OPUYUH M YCIOBHUH, CIOCOOCTBYIOIIMX HaHeceHUIo yuiepba cyobektam [1/1H,
CO3/IaHME MEXaHH3Ma ONEPATUBHOTO pearupoBaHus Ha yrpo3bl 6e3onacHoctu [1/1H
Y HEraTHBHBIE TEHCHIUU;

— CO3/IaHHME€ YCJIOBMM JUII MUHUMH3ALMU M JIOKAJU3AalUH HAHOCUMOTO
yuiepba HenpaBOMEpPHBIMU JAEUCTBUAMU (U3MUECKUX M IOPUANYECKUX JIUI,
ocnabjieHMe HEraTUBHOTO BIUSHUS M JUKBHUJAALUS TOCIEACTBUM HapyIICHHS

oe3onacuoctu [1J1H.

4. O0BbeKTHI 3aINThI

4.1 Iepevyenb HHPOPMANMOHHBIX CHCTEM

B HOUY JITO «CMOLl» npousBoautcst 00paboTka MepCOHAIBHBIX TaHHBIX
B MH(POpMAIIMOHHBIX cucTeMax nepcoHanbHbIX AaHHbIX (MCIIH).

[Tepeuenr UCIIIH momkeH OBITH 3aKperieH AOKyMeHTalbHO B «llepeune
WH(OPMAITMOHHBIX CUCTEM NepcoHambHBIX JaHHBIX HOUY JII1O « CMOILl»».

4.2 TlepeuyeHb 00bEKTOB 3aIUTHI

OObekTaMu 3alUThl SBISIIOTCA — WH(OpMmarus, oOpadaThiBacMasi B
NCIIdH, w TexHUYECKHEe CpeacTBa ee oO0padoTku u 3amuThl. llepedeHn
MEePCOHAIBHBIX JIaHHBIX, MOJJIeXKaliue 3amure, omnpenaeneH B «llepeune

MEePCOHAIBHBIX JIaHHBIX, oAexkamux 3amure B UCIT .
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OOBEKTHI 3aIIMTHl BKIIIOYAOT:

1) OGpabarbiBaemasi HH(POpMAILIHSL.

2) TexHomornueckas HUHGOpPMAIIHSL.

3) IIporpamMmHO-TEXHUYECKHE CPENCTBA OOPAOOTKH.

4y Cpenctsa 3amutsl [11H.

5) Kananel ”HpOpMalIMOHHOTO OOMEHA U TEIEKOMMYHHUKAIIUU.

6) OOBEKTHI U TOMEIIEHUS, B KOTOPBIX pazMerieHbl komnoneHTsl UCIT/IH.

5. Knaccndukauus nmoab3zoareseiit UCIIAn

[lonp3oBatenem  UCIIJH  sBusgercs  numo, — ydacTByroUlee B
GYyHKIMOHUPOBAHUM WHOOPMAIIMOHHOW CHCTEMBl IMEPCOHAIBHBIX JaHHBIX WM
UCIIONIb3YIoIIee pe3ynbTarthl ee (yHkiuonupoBanus. [lomszoBarenem UCIAH
spisieTcs moooi corpynauk HOUY JIIIO «CMOLLy, umeromuit qoctyn k UCIT/Ix
U €€ pecypcaM B COOTBETCTBUU C YCTAHOBJICHHBIM MOPSIAKOM, B COOTBETCTBUU C
ero (PyHKIMOHAJIBLHBIMH O0S3aHHOCTAMH.

[Tonws3zoBatenu UCIT/IH nendarcs Ha TpU OCHOBHBIE KATETOPHHU:

1) Anmunuctpatop HWCIIJn. Corpyguukn HOUY [JIIO «CMOLly,
KOTOpBIE 3aHUMAIOTCS HACTPONKOW, BHEIPEHHUEM U COMPOBOXKICHHUEM CHUCTEMBI.
Anmvunuctpatop UCITJIH o6nanaer ciaenyomuM ypoBHEM IOCTYTIA:

— oOnamaer mosiHOM MH(OpMaIMed O CHUCTEMHOM M TPHUKIATHOM
nporpammaom obecrieueHuu UCIIx;

— oOnagaer moiaHOW uHGOpPMALUE O TEXHUYECKUX CPENICTBaX H
koHpurypauuu UC- I1/1H;

— WMEET JOCTYyn KO BCEM TEXHMUYECKHM CpPEICTBaM 00pabOoTKH
nHpopmaruu u ganabiM UCTIH;

— o0OnamaeT mpaBaMu KOH(PUTYPUPOBAHUS U aJMUHUCTPATUBHOM

HacTpoiiku Texunueckux cpeacts UCIT/IH.

2) IIporpammuct-pazpaboruuk HWCIIJIn. Cotpynauku HOUY AI1O
«CMOL» unm CTOPOHHUX OpraHU3alMil, KOTOpbIE 3aHMMAIOTCS pPa3pabOTKOM
nporpaMmHoro ooOecneuenusi. Paspabotunk WCIIH o6namaer crieayronum
YPOBHEM JIOCTYTIA:

— obnagaer wuHboOpMalnMe o0 anropuTMax W - NporpaMmax
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o0pabotku nunpopmanuu Ha UCII1H;

— obOnamaer BO3MOKHOCTSIMU BHECCHUS OIIINOOK,
HEJICKJIApUPOBAHHBIX BO3MO>XHOCTEH, MPOTrpaMMHBIX 3aKJIaJI0K,
BpPEJIOHOCHBIX MporpamMm B nporpammuoe odecneuenue UCII/In Ha craauu
ee pa3pabOTKH, BHEIPECHUS U COITPOBOKICHUS;

— MOXET pacnojararb JoObIMU (parmMeHTamMu uUHGOPMAIMU O
tononoruu UCII/IH u TexHuyeckux cpenctax oopadboTku u 3amutsl [1/1H,
obpabareiBaembix B UCIIT/IH.

3) Ilomb3oBarens UCII[n. Cotpynuuku mnoapazgenenuit HOUY [I1O
«CMOL» yuyactBytomux B mnporecce skcryatanuu HCIIJnH. Ilonb3oBaTens
NCTI[IH o6iaiaet ciaenyoiuyM ypOBHEM JIOCTYTIA:

— obnamaer BceMH HEOOXOIMMbIMU — aTpuOyTamu  (Hampumep,
napoJjieM), 00eceqrBaOIIMMH JOCTYIT K HEKOTOpOMY oAMHOXecTBY 11/[H;

— pacnoyiaraeT KOHGUICHIMATBHBIMU JTAHHBIMU, K KOTOPBIM

UMEET JOCTYII.

Kareropun monp3oBareneld JOJDKHBI OBITh ONpENETCHBl IS KaKJI0h
NCTIIx. JJomkHO OBITH YTOYHEHO pa3/ielieHue COTPYAHUKOB BHYTPH KaT€TOpHid, B
COOTBETCTBMM C THUIIAMHM TMOJb30BaTenel omnpeneneHHbiMU B «llonuTuke
nH(popMarimoHHOM Oe3omacHOCTHY. JlaHHbBIE CBEICHUSI TOKHBI ObITh 3aKPETICHbI

JTIOKYMEHTaJIbHO B «PeriiamenTe pazrpaHudeHus MpaB J0CTyIay.

6. OcHOBHBIE INPUHIMUIBI HOCTPOCHUA CUCTEMbI KOMILIEKCHOM 3al[UThI

uHopMmauuu

[Toctpoenue cuctembl obecrnedueHuss OeszomacHoctu I1/n MCITJax HOUYY
AIIO «CMOILl» u ee (QYyHKIMOHUPOBAHUE JIOJDKHBI OCYIIECTBISITHCS B
COOTBETCTBHHU CO CIEAYIOIMMH OCHOBHBIMHU IPUHIUIIAMMU:

— 3aKOHHOCTB;

— CHCTEMHOCTb;

— KOMILJIEKCHOCTB;

— HENpPEPHIBHOCTH;

— CBOEBPEMEHHOCTH;

— HPEEMCTBCHHOCTb U HCIIPCPBIBHOCTHL COBCPIICHCTBOBAHWAA,
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— MepcoHaJbHasi OTBETCTBEHHOCTH;
— MUHHMHU3ALUA TOJIHOMOYHIA;

— B3aMMOJICHCTBHE U COTPYAHUYECTBO;

— TUOKOCTb CUCTEMBI 3allUTHI;

— OTKPBITOCTH aJITOPUTMOB U MEXAHU3MOB 3aIIUTHI;

— TMPOCTOTa MPUMEHEHHSI CPE/ICTB 3AIUTHL

— Hay4YHast 000CHOBAaHHOCTb U TEXHUYECKasl PEeaIH3yeMOCTb;
— crHenuaiu3anys u npodeccuoHaInsm;

— 0053aTeNbHOCTh KOHTPOJIS.

6.1 3aKOHHOCTH

[Ipenmonaraer OCYIIECTBICHHWE 3alUTHBIX MEPOIPUIATHH U pPa3padOTKy
C3I[ln  HOUY JAIIO0 «CMOLl» B COOTBETCTBUM C JCHUCTBYIOIIUM
3aKOHOAATEILCTBOM B 00OsiacTH 3ammThl [1/[H U Ipyrux HOPMATUBHBIX aKTOB IIO
0e3onacHocTu UHGOPMAIUU, YTBEPKIECHHBIX OpraHaMH roCyJAapCTBEHHON BIIACTU
Y YIIPABJICHUS B MPEJEIIaX UX KOMIICTCHIIUY.

[Tonws3zoBatenu u obcmyxuBatouuii nepconan I{n UCITIn HOUY HAITO
«CMOLl» nomkHBl OBITH OCBEAOMIICHBI O TMOPSJIKE pabOThI € 3alMINACMOM

uHdopmarmeit 1 00 OTBETCTBEHHOCTH 3a 3aiuThl [1J[H.

6.2 CHCTEeMHOCTH

Cucremnbii moaxon k mnoctpoenutro C3I[Jln HOUY IO «CMOL»
npeanoyiaraeT  y4eT  BCEX  B3aUMMOCBSI3aHHBIX, B3aUMOJCHCTBYIOIIMX U
M3MEHSIONIUXCS BO BPEMEHHU DJIEMEHTOB, YCJIOBUU M (PAKTOPOB, CYIIECTBEHHO
3HAQYMMBIX JUIsl TIOHMMaHUs W PEIICHUS MpoOieMbl obecrieueHus: 0€30MmacHOCTH
ITJIa UCITIn HOUY IITIO «CMOLLy.

[Ipu co3maHuu CHUCTEMBI 3aIIUTHI JOJKHBI YUYUTHIBATHCS BCE Ciiabble U
HauOosiee ysA3BUMBbIE MecTa cucTteMbl 00pabotku IIJ[H, a Takke xapakrep,
BO3MOXXHBIE OOBEKTHI M HAINIPaBJIEHUS aTaK Ha CUCTEMY CO CTOPOHBI HapyIIUTEICH
(ocobenHo BBICOKOKBaJIM(PUITUPOBAHHBIX 3JI0YMBIILJICHHUKOB), MyTH
MPOHUKHOBEHUs B pacnpenesneHnbie cuctemMbl U HCJl xk nndopmanuu. Cucrema
3alUThl JOJKHA CTPOUTHCS C YYETOM HE TOJIbBKO BCEX H3BECTHBIX KaHAJIOB

nponukHoBeHus 1 HCJl k nundopmanuu, HO U ¢ y4€TOM BO3MOXKHOCTHU TOSIBJICHUS
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IMPUHOUIINAIIBHO HOBBIX HYTCﬁ pcain3anuu yrpo3s 0e30I1acCHOCTH.

6.3 KoMILIEKCHOCTH

KoMruiekcHOe MCIOab30BaHME METOJOB M CPEACTB 3aIUTHI MPEAIIONIaract
COTJIACOBAHHOE ITPUMEHEHUE PA3HOPOAHBIX CPEJACTB IPU MOCTPOCHHUH LETOCTHOU
CUCTEMBI 3aIUThI, MEPEKPHIBAIOIICH BCE CYLIECTBEHHBbIE (3HAYMMBIE) KaHAJIbI
peann3anyy Yyrpo3 M He COJEp Kallei ciadblX MECT Ha CThIKaX OTIENIBHBIX €€
KOMITOHEHTOB.

3amura JOJDKHA CTPOUTHCS SUIEIOHUPOBAaHO. I KaXX/I0ro KaHajla yTeUKU
uHbOpMalluu W i1 KaKJIOW yrpo3bl O€30MaCHOCTU JOJDKHO CYIIECTBOBATh
HECKOJIbKO 3alllUTHBIX pyOexeil. Co3qaHue 3alllUTHBIX pyOekel OCYIIEeCTBIISIETCS
C Y4E€TOM TOrO, YTOOBI ISl UX MPEOJI0JIEHUS] TOTEHIUATbHOMY 3J10yMBIIUIEHHUKY
TpeOOBAIMCHh MPOPECCUOHAIBHBIE HABBIKM B HECKOJBKHX HEB3aMMOCBS3aHHBIX
o0nacTsx.

Buemnss 3ammTta A0mKHa oOecrneuyuBaThCs (PU3MUECKHMMH CpPEICTBaMH,
OpraHU3allMOHHBIMU U MPaBOBbIMU Mepamu. OHUM M3 HaumOoJee YKpEIIEHHbIX
pyOexeil mpu3BaHbl ObITh CPEACTBA KPUNTOIpahUUECKON 3aIIUThI, pealn30BaHHbIC
C wucnoyib3oBaHueM TexHonornn YPDBI. IlpukmamHoi ypOBEHb  3allIUTHI,
YUUTHIBAOIINK OCOOCHHOCTH MPEIMETHON 007acTH, MPEACTABISAET BHYTPECHHUI
pyOEK 3aIUTHI.

6.4 HenpepbiBHOCTH 3amuThl I1/{H

3ammra [[J[H — He pa3zoBoe MEPONPHUATHE U HE MPOCTAasi COBOKYIHOCTh
MPOBEJCHHBIX MEPOINPUATHI U YCTAHOBJIEHHBIX CPEJICTB 3alIUThI, & HEMPEPHIBHBIN
LEJICHAIIPABJICHHBIA TPOLECC, MPEANOJIATAIOIINAN MPUHATHE COOTBETCTBYIOIINX
Mep Ha BceX aTanax >ku3zHeHHoro 1ukiaa UCITJIH.

NCITIH n1omKHBI HAXOIUTHCA B 3aIMIIECHHOM COCTOSIHMM HA MPOTSKEHUU
BCETO BpeMEHU WX (YHKIMOHWPOBAHUS. B COOTBETCTBMM C 3THM TPHUHIIUIIOM
JOJDKHBI  TIPUHUMAThCA Mepbl 10  HeponymieHuto nepexoma HWCIIIH B
HE3AMUIIECHHOE COCTOSTHUE.

BonbmMHCTBY (PU3MUECKUX M TEXHMYECKUX CPEACTB  3alllUTHl IS
3G ()EKTUBHOTO  BBIMOJHEHUS CBOMX (QYHKIMA HEOoOXoaWMa  IMOCTOSTHHAs
TeXHUYECKas u OpraHu3alOHHAs (aaMuHUCTpaTUBHAS) NOJJEPKKA

(cBOEBpeMEeHHasi CMeHa M 00ecleyeHHe MPaBUIBHOTO XPAaHEHHUS U MPUMEHEHUS
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UMEH, MapoJied, Kiodeil mudpoBaHus, NepeonpeaesieHne MOJTHOMOYHN U T.IL.).
[lepepbiBBI B paboTe CpeACTB  3alIUThl MOTYT OBITh  HCIOJB30BAHBI
3JIOYMBIIUICHHUKAMU Ul aHAJIM3a IIPUMEHSEMBIX METOJOB U CPEACTB 3allMTHI,
JUISl BHEJIPEHUS CIIELIMAIIBHBIX IIPOIPAMMHBIX U alapaTHBIX "3aKIafoK’ U IPYTUX
CPEICTB  IIPEOJNOJICHHMSI CHCTEMBl  3allUThl  IIOCJIE€  BOCCTAHOBJICHHUS €€
(GYHKITMOHUPOBAHMS.

6.5 CBOeBpeMEeHHOCTh

[Ipeamonaraer ympexxmarommii XxapakTep Mep oOecrieueHus 0e30MacHOCTH
IT1/IH, TO ecTh MOCTAHOBKY 3aJ1a4 o komruiekcHo# 3amure UCII/IH u peanuzanuio
Mep obecnieuenus 6e3omnacHoctu [1J[H Ha pannux craausx pazpadotku UCIIH B
[IEJIOM U €€ CUCTEMBI 3alIUThl HMH(OpPMAIUH, B YACTHOCTH.

Pa3paboTka cucTeMbl 3allUThl JODKHA BECTUCh  MMapajuieIbHO C
pa3paboTKON M pa3BUTHEM CaMOM 3alUIAeMON CHUCTEMbl. ITO TO3BOJIUT y4eCTh
TpeOOBaHMsI 0€30MaCHOCTH MPU MPOSKTUPOBAHUMU APXUTEKTYPHl U, B KOHEUHOM
cuere, co3naTh Oojee 3PdekThBHBIE (KaK IO 3aTpaTaM pPEeCcypcoB, TaK U IO
CTOMKOCTH ) 3aIlIUIIEHHBIE CUCTEMBI.

6.6 IlpeeMCTBEHHOCTDH M COBEpPIIEHCTBOBAHUE

[IpeanonararoT NOCTOSHHOE COBEPILIEHCTBOBAHUE MEP M CPEICTB 3allMThI
uH(pOpMAIMM HAa OCHOBE IMPEEMCTBEHHOCTH OpPraHM3allMOHHBIX U TEXHUYECKUX
pelIeHuii, KaapoBoro cocrapa, aHanu3a ¢yHkuuonupoanus MCII[In u ee
CUCTEMBI 3alIUTBl C Y4€TOM H3MEHEHUMH B METOJaX M CpEeIACTBaX IepexBaTa
uHbOpMalli, HOPMATUBHBIX TPEOOBAaHUH MO 3alIUTE, JOCTUTHYTOIO OTEUECTBEH-
HOTO U 3apy0eXHOTO OIbITa B 3TON 00JIaCTH.

6.7 IlepcoHajibHAsi OTBETCTBEHHOCTh

ITpenmosiaraer  BO3JIOXKEHME  OTBETCTBEHHOCTH  3a  OOecleueHHe
oe3zonacHoctu [I/IlH u cuctemMbl ux 0O0pabOTKM HaA KaXAOro COTPYIHUKA B
npejesax ero moJHOMOYMN. B COOTBETCTBUU C 3TUM NMPUHLMUIIOM pacrlpeeieHue
npaB M 00s3aHHOCTEW COTPYAHUKOB CTPOUTCA TaKMM 00pa3oMm, 4yToObI B cilydae
J000Tr0 HApyIIeHHUs] KPYyr BHUHOBHHMKOB ObUI YETKO HU3BECTEH WJIM CBEIEH K
MUHHUMYMY.

6.8 IlpuHUMI MUHUMU3ANUM TTOJTHOMOYHUIA

O3Hauaer NpCAOCTABJICHUC IMOJIBb30BATC/IIM MUHUMAJIbHBIX IIpaB AOCTYIIA B
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COOTBETCTBHUH C IMPOU3BOICTBEHHOM HEOOXO0IMMOCThIO, Ha OCHOBE ITPHHIIMIIA «BCE,
YTO HE pa3pericHo, 3anpemeHoy.

Joctyn k I1JIH A0/DKEH MPEeaoCTaBIAThLCS TOJIBKO B TOM ClIydae U o0beme,
€CIM OTO HEOOXOIMMO COTPYIHUKY JUJIS BBIOJHCHHS €r0 JIOJDKHOCTHBIX
00s3aHHOCTEIA.

6.9 B3aumoaeiicTBHe U COTPYAHUYECTBO

[Ipennonaraer co3naHue OJaronpusITHOM aTtMocdepbl B KOJUICKTHBAX
noApazaeneHui, obecneunBamonmx JgearenbHocts HCIn HOYY  JI1O
«CMOL», nisi CHUXKEHUSI BEPOSITHOCTH BO3HUMKHOBEHMSI HETATUBHBIX JICHCTBUMN
CBSI3aHHBIX C YEJIOBEUYECKUM (PAKTOPOM.

B Takoit o0O0cTaHOBKE COTPYIHUKH JOJKHBI OCO3HAaHHO COOJIOJIATH
YCTAHOBJICHHbIC TIpaBWJIa W  OKa3blBaTb COJEHUCTBUE B  JICSATEIbHOCTH
oApa3AeIeHUN TEXHUUECKOM 3alUThl HH()OPMAIIUH.

6.10 T'ubkocTh cucrembl 3amuThI [11H

[IpuHsiTEIE Mepbl W YCTAHOBJEHHBIE CpEJCTBAa 3alllUThl, OCOOCHHO B
HavyaJbHbIN MEPUOJ] UX DKCIUTyaTalluu, MOTYT 00€CTeUrBaTh KaK Ype3MEPHbIN, TaK
U HEJAOCTAaTOYHBIM ypOBEHb 3amuTthl. J[ns oOecrieueHuss BO3MOMKHOCTH
BapbUPOBAHUSI YPOBHEM 3alUIIEHHOCTH, CPEJCTBA 3allUTHl JOJDKHBI 001aAaTh
onpenesIieHHOW THOKOCThI0. OCOOCHHO Ba)XHBIM 3TO CBOMCTBO SIBIIIETCS B TeX
CIy4yasix, KOTJla YCTAHOBKY CpPEJCTB 3alllUThl HEOOXOJWMO OCYIIECTBIISITH Ha
paboTaIiyro  cUCTeMy, HE  Hapymas Tmpolecca €€  HOPMaJbHOTO
(GyHKIMOHUPOBaHUS,

6.11 OTKpPBITOCTH AJTOPUTMOB U MEXAHHU3MOB 3aIUTHI

CyTb IpHHIMIIA OTKPBITOCTH aJITOPUTMOB M MEXaHU3MOB 3aIlIUThI COCTOWT B
TOM, 4YTO 3allldTa HE JOJDKHA OOEeCIeYMBAaTHCS TOJIBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOW OpTaHHM3alldd W aJTOPUTMOB (PYHKIIMOHHUPOBAHUS €€ TOJCHUCTEM.
3HaHWE aNTOPUTMOB PabOTHI CHCTEMBI 3aIIUTHI HE JOJDKHO JaBaTh BO3MOKHOCTH
ee npeojoJieHus (Haxe aBropam). OgHaKo, 3TO HE O3HA4YaeT, 4YTo MHMOpPMAIHS O
KOHKPETHOM CHUCTEME 3alUThI 10KHA OBITH OOIIEOCTYITHA.

6.12 IIpocToTa NpUMeHEeHUs CPECTB 3alUTHI

MexaHu3MbI 3allIUThI OOJIZKHBI OBITH HHTYUTUBHO IIOHATHBI W IIPOCTHI B
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UCHOJb30BaHuU. IIpuMeHeHne cpencTB 3alllUThl HE JOJKHO OBITH CBA3aHO CO
3HaHUEM CHEIHUAJIbHBIX $3bIKOB WJIM C BBINOJHEHUEM JEUCTBUM, TpeOYOLIUX
3HAUUTENIbHBIX  JIONOJHUTENBHBIX  TpyJxo3aTpar nOpu  oObIYHOM  paboTte
3apErUCTPUPOBAHHBIX YCTAHOBJIECHHBIM IOPSIKOM IIOJb30BaTENICH, a TaKXKe HE
JOJKHO TPeOOBATh OT MOJIb30BATENS BBIIIOJIHEHUSI PYyTUHHBIX MAJIONOHATHBIX MY
ornepanuii (BBOJ HECKOJIbKUX MMAPOJIEH U UMEH U T.11.).

JlojbkHA JOCTHratbcs aBTOMAaTH3allKds MAaKCHUMAJIBHOIO YHWcia JEHCTBUUN
noJsib3oBateneit u agmuauctpaTopoB UCITH.

6.13 Haquaﬂ 000CHOBAHHOCTDb U TEXHHYECKAs peaIn3yeMocCTb

NudopmalimoHHble TEXHOJIOTUU, TEXHUYECKUE U MpPOrpaMMHBIE CPEJICTBA,
CpeACTBa U Mepbl 3aluThl WH(OpPMALMKM JOJDKHBI OBITh pEan30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHS HAYKH M TEXHUKH, HAYYHO OOOCHOBAHBI C TOUKH
3pEeHHs] JOCTUKEHUS 3aJJaHHOTO YPOBHSI 0€30MacCHOCTH MHGOPMAIMU U JTOJKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM U TpeOOBaHUSIM MO OE30MaCHOCTH
[T/1H.

C3I1dn nomxHa OBITH OPUEHTUPOBAHA HA PEIICHUS, BOBMOXHBIE PUCKHU JISI
KOTOPBIX M MEPbl MNPOTHUBOJCUCTBUS ITUM pHUCKAM MPOUUIM BCECTOPOHHIOKO
TEOPETUYECKYIO U IPAKTUUECKYIO ITPOBEPKY.

6.14 Cnemuajau3anusi 1 npodeccuoHAIN3M

[Ipeanonaraer npuBiedueHHEe K pa3pabOTKE CPEACTB U peau3alud Mep
3alUThl  WHQOpMAIMU  CIECNHATM3UPOBAHHBIX  OpraHu3aluii,  HauboJjee
MOJATOTOBJICHHBIX K KOHKPETHOMY BHJY JCSATEIBHOCTH TO OOECIECYCHHIO
6e3onacHoctu [1/IH, UMEIONTUX OMBIT MPAKTUYECKON PabOThI U TOCYIAPCTBEHHYIO
JUIICH3WI0 Ha TpaBO OKazaHUs YycJIyr B 9TodM oOnactu. Peanuzarus
aIMUHUCTPATHUBHBIX MEp W  OKCIUIyaTalus CPEACTB  3allUThl  JOJDKHA
OCYIIECTBISITECA MpOo(ecCHoHaIbHO TOATOTOBICHHBIMU creruanuctramu HOUY

JI1O «CMOLy.

6.15 O0s3aTeNIbHOCTH KOHTPOJIS

[Ipenmonaraer 00s3aTENbHOCTh U CBOEBPEMEHHOCTbh  BBIABICHUS U
IIPECEUYCHUs] TOMBITOK HApYUIEHUS YCTAaHOBJICHHBIX MPaBHI OOECHeUeHHUs
oe3omacHoctu II/[H Ha OCHOBE HCHOJB3YEMBIX CHUCTEM M CPEACTB 3aIIUTHI

uHbOpMAIllMU TPU COBEPILICHCTBOBAHMH KPUTEPUEB U  METOJIOB  OLICHKH
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() PEKTUBHOCTH ATUX CUCTEM U CPEJICTB.

KoHTposb 3a NeSaTenbHOCTRI0 JII0OOTO TOJIB30BATENSI, KAXIOTO CPEACTBa
3aIIUTHl 1 B OTHOIICHHUH JIFOOOT0 OOBEKTa 3aIUThI JIOJKEH OCYIIECTBIATHCS Ha
OCHOBE MPUMEHEHHUS CPEACTB ONEPATUBHOIO KOHTPOJIS U PETUCTPALIMU U JIOJIKEH
OXBAaThIBaTh KAK HECAHKIIMOHWPOBAHHBIC, TAK U CAHKIIMOHUPOBAHHBIE JICHUCTBUS
MOJIb30BaTEJICH.

7 Mepbl, MeToAbI W CcpeacTBa oOecredyeHUsi TPedyeMOro ypPOBHA

3allMIICHHOCTH

Ob6ecrieueHne TpeOyeMOro YpoBHS 3alTUIIICHHOCTH JOJDKHOCTH JIOCTUTAThCS
C HCIOJB30BaHUEM MEp, METOJOB U CpPeACTB Oe3omacHocTH. Bce Mephl

obecnieuenus 6ezonacHoctu MICII/In nonpasnensitorcs Ha:
— 3aKOHOJATeIbHBIE (MPABOBKIC);
— MOpPaJIbHO-3TUYECKHE;
— OpraHu3aIMOHHBIC (aIMUHUCTPATHUBHEIC);
— (u3HYECKHE;

— TEXHHYECKHE (armapaTHbIe U MPOTPAMMHBIE).

7.1 3akoHoaaTe/ibHbIE (IPABOBbIE) MEPbI 3AIUTHI

K mpaBoBbIM MepaMm 3alliMThl OTHOCSATCS ACHCTBYIOIIME B CTPAHE 3aKOHBI,
yKa3bl 1 HOPMATUBHBIE AKThI, perjaMeHTUpyromue npasuia odpamenus ¢ [1/1H,
3aKpeIUISIoNIMEe MpaBa U 00s3aHHOCTH YYaCTHUKOB MH(OPMALIMOHHBIX OTHOLLIEHUH
B IIporiecce e¢ oO0pabOTKM M WCIOJIb30BAaHMSA, a TaKKe YCTaHABIMBAIOIIUC
OTBETCTBEHHOCTb 3a HApYIICHUs ITHX NpPaBWJ, NMPEHSTCTBYS TEM CaMbIM HETpa-
BOMEpPHOMY Hcmnonb3oBanuio [1/IH u sBisiromuecs caepKuBaromuM (pakTopom st
NOTEHUUATbHBIX HapYUIUTENEH.

[IpaBoBbIE ~ Mepbl 3alIUTBl HOCAT B  OCHOBHOM  YINPEXKIAIOLIUH,
NpOPHIAKTUUECKUN XapakTep U TPeOyIOT MOCTOSIHHOW Pa3bSICHUTENIbHON pabOThI

C I10JIB30BAaTCIIMHU 1 O6C.HY)KI/IB8.IOH_II/IM nmepcoHaioM CUCTCMEIL.

7.2 MopajibHO-3THYEeCKHE MePbl 3all[UThI

K MOPAJIBbHO-OTHUYCCKHUM MC€pPaM OTHOCATCS HOPMBI IOBCACHHUSA, KOTOPLIC

TPaJAMLIMOHHO CIIOKWINCHh MM CKJIAJBIBAIOTCSA MO Mepe pacrpocTtpanenus 9BM B
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CTpaHe WM oOOmecTBe. OTH HOPMBI OOJbIIEH YacTbl0 HE  SIBISIFOTCS
00s13aTeIbHBIMU, KaK 3aKOHOAATEIbHO YTBEPKACHHbIE HOPMATHUBHBIE aKTHI,
OJIHAKO, MX HECOONIO/IEHHE BEIET OOBIYHO K NaJCHHUIO aBTOPUTETA, IpPECTHKa
YeJIOBEKa, IPYNIbl JUL WIA OpraHu3aiui. MopanbHO-3TUYECKUE HOPMBbI OBIBAIOT
KaK HemucaHble (HanmpuMmep, oOIIenpru3HaHHbIE HOPMbI YECTHOCTH, IATPUOTHU3MA U
T.1.), TaK U MHUCAHbIE, TO €CTh 0(OPMJICHHbIE B HEKOTOPHIA CBOJ (YCTaB) MpPaBUI
WIH [IPENIUCaHuI.

MopanbHO-3THUYECKHE MEPBI 3alUTHl SBISIOTCS MPOMUIAKTHYECKUMH U
TpeOyIOT MOCTOSHHOM pabOThI MO CO3JIaHUIO 3I0POBOTO MOPAJIBHOTO KJIMMAaTa B
KOJUIEKTUBAxX MoJApa3ieNeHuidl. MopalbHO-ITUYECKME MEpbl 3alUThl CHUKAIOT
BEPOATHOCTh BOSHUKHOBEHMSI HETATUBHBIX JIEUCTBUN CBA3aHHBIX C YEIOBEUYECKUM

dbakTopom.

7.3 Opranu3anuoHHble (AIMUHUCTPATHBHbIE) MePbI 3AlIUTHI

OpraHu3aiMoHHble  (aJMUHUCTPATHUBHBIE) MEpbHI 3alIUTBI - 3TO MEpHI
OpraHU3alMOHHOTO XapakTepa, pErJIaMEHTHPYIOIINE IIPOLIECCHI
¢bynkunonupoanuss UCIIIH, ucnons3oBanne pecypcoB MCII/IH, nesTeabHOCTb
00CITy’KMBAIOIIETr0 MepcoHaia, a TaKke MOPSA0K B3aUMOJCHCTBUSA MOJIb30BaTENEH
¢ UCIIdn Ttakum oOpa3om, 4TOObI B HauWOOJIbIIEH CTENEHU 3aTPYAHUTH WIH
UCKIIIOUYUTh BO3MOKHOCTh pealM3aliy yrpo3 0€30MaCHOCTH WM CHU3UThH pa3Mep
IIOTEPH B CIIy4ae UX peaju3alyi.

['maBHas 1enb agMUHUCTPATUBHBIX MEp, MPEANPUHUMAEMBIX Ha BBICIIEM
yIpaBICHYECKOM YpPOBHE - c(HOpMHpOBaTh MOJUTHUKY HWH(OPMALMOHHON
oe3zonacHoctu II/IH (oTpaxkaromryro mNOAXOAbl K 3amudTe WHGOpMALUU) H
o0ecreuynTh €€ BBIIOJHEHHE, BBIIEISAS HEOOXOIMMBIE PECypChbl U KOHTPOIHUPYS
COCTOSIHUE JEI.

Peanuzanms [lomutuku undopmarmmonnoii 6e3omacuoctu [1Jln B UCIIIH
COCTOSIT U3 MEP aIMUHUCTPATUBHOTO YPOBHS U OPraHU3ALMOHHBIX (ITPOLIETYPHBIX )
Mep 3aluThl H)OpMAIUH.

K anMUHHCTpaTUBHOMY YPOBHIO OTHOCSITCSI pEIICHHUS PYKOBOJCTBA,
3arparuBatomue aestenbHocTh VCII/IH B nemoM. DTH penieHus 3aKperuisitoTcs: B
[Tonutuke mHbopmamoHHOU Oe3onacHocTU. [TpumepoM TakuxX peneHuil MOryT

OBITh:
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— MPUHATHE perieHuss 0 (GOPMHUPOBAHUU WM TEPECMOTPE KOMILJIEKCHOMN
nporpamMmbl ooecnieuenus: 6ezonacHoctu [1/]H, onpeneseHne OTBETCTBEHHBIX 3a €€
peanu3aluio;

— QopMynupoBaHue 1eNei, TOCTaHOBKA 3aja4, ONpe/ejIeHIUe HaNpaBIeHUN
NesATeILHOCTH B 00mactu 6e3omacHoctu [1/1H;

— TNPUHSTHAE  PEIICHWH IO  BONPOCAM  pealu3aludd  MPOrpaMMbl
0e30macHOCTH, KOTOpble paccMarpuBatorcst Ha ypoHe HOUY IO «CMOIL» B
LETIOM;

— obOecrieueHne  HOpMAaTWBHOW  (TIpaBOBOM)  0a3bl  BOMPOCOB
0€30I1aCHOCTH U T.II.

[TonuTuka BEpPXHETO YPOBHS JIOJDKHA YETKO OYEPTUTH chepy BIUSHUS U
OTpaHUYCHHUSI TIpU OmpeesieHuu 1enei 6ezonacHoctu [1/1H, onpenenuts Kakumu
pecypcamu (MarepuasibHble, TIEPCOHAN) OHU OYIyT JOCTUTHYTHI M HaWTU
Pa3yMHBIM KOMIIPOMHUCC MEXKAY TMPUEMIIEMBIM YpOBHEM 0€30MacHOCTH U
¢ynkunonansHoCcThI0 UCIT/H.

Ha opraHn3allMOHHOM YypOBHE OIPEIETSAIOTCS NPOLEAYpPhl U IpaBHIIA
JIOCTHXKEHUSI 1iesielt u perenus 3a1a4 [omutuku nnopmMaiionHoit 6€301macHOCTH
[1I1. DT npaBuiIa ONpenesstoT:

— KakoBa 00J1aCTh NPUMEHEHUS OJUTUKH Oe3onacHoctu [1/1H;

— KAaKOBBI pOJIM W OOSI3aHHOCTH JOJDKHOCTHBIX JIMI[, OTBEUAIOIIHE 3a
MpOBEJEHUE TMOJUTUKU Oe3zomacHocty IIJlH, a Tak XKe UX YCTAaHOBUTH
OTBETCTBEHHOCTb;

— KTO UMeeT npasa gocryna K [1/1H;

— KaKHMH MepaMu U cpeicTBaMu oOecrieunBaeTcs 3anmTa [1/H;

— KaKUMH MepaMd M CpPEJICTBaMH OOCCIICYHMBACTCS KOHTPOJIb 3a
coOJII0ICHUEM BBEJIEHHOTO peKrMa 0€30MacHOCTH.

OpraHu3aioHHbIe MEPbHI JOJKHBI:

— TpeaycMaTpuBaTh periaMmeHT UH()OPMAIIMOHHBIX OTHOIIICHHUH,
HCKJIIOYAIOIMMX BO3MOXHOCTh HECAHKIMOHUPOBAHHBIX JICHUCTBUN B OTHOILICHUH
00BEKTOB 3aIlUTHI;

— OIIpeACIATh KOAJIMIOHUOHHBIC W HCPAPXHUYCCKHUE IIPHUHIMUIIBI W MCTOIbI
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pasrpannyenus nocrtyna k [1J1H;

— OMpenensaTh MNOpSAOK pabdoThl C MPOrPaMMHO-MAaTeMaTUYECKUMH U
TEXHUYECKUMHU (ammapaTHbIE) CPEJACTBAMH 3allUThl U KPUIITO3AIIMUTHL U JIPYTUX
3alIUTHBIX MEXAHU3MOB;

— opranu3oBaTh Mephl npotuBoaercTBuss HCJI monb3oBaTensiMu Ha 3Tanax
ayTeHTU(PUKALUKU, aBTOpU3AIUHU, UJICHTU(DUKAIUU, OOCCIEUMBAIOUIUX TapaHTHH
peanu3aluu MpaB U OTBETCTBEHHOCTH CYOBEKTOB MH(POPMAIITMOHHBIX OTHOIICHUH.

B opranu3zanmoHHble Mephl JOJIKHBI COCTOSITh U3:

— pernamenTa gocrtyna B nomemenus UCII/H;

— NOPSAZOK JOIyCKAa COTPYAHHMKOB K MCIIOJb30BAaHUIO PECYpPCOB
NCITIa HOUY AITO «CMOLly;

— perjiaMeHTa TMpoLECCOB BeAECHUA 0a3 JaHHBIX U OCYIECTBICHMS
MOAM(PUKALNHA HHPOPMALUOHHBIX PECYPCOB;

— perjamMeHTa MpOLECCOB OOCITYKHUBAHUS U OCYILECTBICHUS MOAU(DUKAIIIH

anmapaTHbIX 1 nporpamMHubIx pecypcoB UCII/IH;

— uHcerpykuuid  nosbe3oBarened  MCIIJJn  (apmunuctpatopa WCII/H,

aaMuHUCTpaTopa 6e3omnacHoctu, oneparopa MCIIIH);

— WHCTPYKLMS TIOJIB30BATENS] IIPU BO3HUKHOBEHWH BHEIITATHBIX
CUTYyaluu.

7.4 ®uznyeckue Mepbl 3aIUTHI

@u3nyecKne MeEpbl 3allUThl OCHOBAHBI HA MNPUMEHEHUH Pa3HOTrO poja
MEXAHUYECKUX, OJJIEKTPO- WU  BJIEKTPOHHO-MEXAHUYECKUX YCTPOWCTB U
COOpPY)KEHUM, CIEeUUAIBHO TMPEJHA3HAYEHHBIX JJISI CO3JaHus  (PU3MUECKUX
MPENATCTBUM HA BO3MOKHBIX IYTSAX MPOHUKHOBEHUSA Y HJOCTYIIA MOTECHIHUAIBHBIX
HapylIIUTENeH K KOMIIOHEHTaM CHUCTEMbl U 3alluiiaeMoil mHOpMaluM, a TakkKe
TEXHUYECKUX CPEJICTB BHU3yaJbHOrO HAOJIOJACHUS, CBSI3U W  OXpPaHHOMU
CUTHAJIM3AlI1H.

dusnyeckass 3anuTa 3J1aHUM, TOMEIICHUH, OOBEKTOB U  CPEACTB
uHpopMaTU3auu JIOJDKHA OCYILIECTBIISITHCS IyTEM YCTAHOBJIEHHUS
COOTBETCTBYIOIIUX ITOCTOB OXPaHbl, C MOMOIIBID TEXHUYECKUX CPEIICTB OXPAaHbI

WA JIFOOBIMU APYIrumMun CHOCO6aMI/I, npeaoTBpallialOIMMH UKW CYHICCTBCHHO
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3aTPYAHSIIOUMMU TNPOHUKHOBEHHE B 3/1aHHUE, TOMEIIECHUS IMOCTOPOHHUX JIMII,
XUIIeHHEe WH(GOPMAIIMOHHBIX HOCHUTENIeH, CaMHuX CpelICcTB HHGOpMATHU3AIUH,
UCKIIIOYAIOIIMMH HAXOXKJICHUE BHYTPU KOHTPOJUPYEMOH (OXpaHsSeMOil) 30HBI

TCXHHYCCKUX CPCACTB PAa3BCIAKHU.

7.5 AnmapaTHo-nporpaMMHble cpeacTBa 3amuThl I11H

Texnuueckue (anmapaTHO-IPOrpaMMHBIE) MEphl 3alIUThl OCHOBaHBI Ha
WCIIOJIb30BAaHUU PA3JIUYHBIX JIEKTPOHHBIX YCTPONCTB U CIIELUAIBHBIX MPOTpamM,
Bxoasmux B coctaB MCII/IH 1 BBIMOIHAIOMMX (CAMOCTOSITENILHO WM B KOMIUIEKCE
C IPYTUMH CPeACTBaMH) (DYHKIMHU 3aIUTHI (MASHTU(DUKAIIMIO U ayTeHTU(HUKAIUIO
M0JI30BATENIECH, pa3rpaHUYEHHE JOCTylla K pecypcaM, PErucTpaluio COOBITUH,
KpunTorpaduueckoe 3aKkpbiTue HHPOPMaUH U T.1.).

C yuerom Bcex TpeOOBaHUI U MPUHIUIIOB oOecnieueHus 6ezonacHoctu 11/
B MCII/[IH mo BceM HalpaBiCHUSAM 3alIUThl B COCTaB CHCTEMBI 3aIMTHI JTOJDKHBI
OBITh BKJIIOUEHBI CJIEAYIOLINE CPEJCTBA!

— cpenctBa  uaeHTUUKanuMu  (OMO3HABaHWS) U ayTeHTU(UKALMT
(moaTBepkIeHUS TOAIUHHOCTH) noJib3oBateneit UCII/IH;

— CpeicTBa pa3rpaHUuYEHHUs JOCTYyNa 3aperucCTPUPOBAHHBIX MOJb30BATENEH
cuctemsl K pecypcam UCITJn HOUY JITO «CMOIly;

— cpeAcTBa oO0ecneyeHus: M KOHTPOJIS IEJOCTHOCTH MPOTrPaMMHBIX U
UH(OPMAITMOHHBIX PECYPCOB;

— CpEICTBa OINEpPAaTUBHOIO KOHTPOJISI M PETHCTpalMu  COOBITUI
0e30ITacCHOCTH;

— Kpunrorpaduueckue cpeactaa 3amuthl [1/1H.

VYcenemHoe NpUMEHEHUE TEXHUYECKUX CPENCTB 3alUThl HA OCHOBAaHUU
OPUHIMIOB (pa3fen 5) mpenrnosiaraer, YTO BBIIIOJHEHHE MEPEUHUCICHHBIX HUXe
TpeOOBaHMI O0ECNEYeHO OpPraHU3AlMOHHBIMU (aAMUHUCTPATUBHBIMH) ME€paMU U
UCIOJIb3YEMbIMU (DU3HMUECKUMHU CPEICTBAMU 3aLUTHI:

— oOecrieueHa ¢uszndeckas 1eao0cTHocTh Beex komnoneHT MCII/x;

— Kaxabld coTpyaHuK (nmoaws3oBarens UCII/H) nnau rpynna nosib3oBaTenen
UMEET YHUKaJIbHOE CHUCTEMHOE HMS W MHUHUMAJIBHO HEOOXOIUMBbIE IS
BBITMIOJTHEHHSI UM CBOMX (DYHKIIMOHAJIBHBIX 00S3aHHOCTEH MOJTHOMOYHS 10 TOCTYITY

K pecypcam CHCTEMBI;
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— B UCIIAn HOUY HAIIO «CMOILl» pa3paboTka ¥ OTiaaka Hporpamm
ocymectpisiercs 3a npenesnamu MCII/IH, Ha UCTIBITATENBHBIX CTEHAAX;

— BCE M3MEHEHUs KOH(PUTYpaIMu TEXHWYECKUX M MPOTPAMMHBIX CPEJICTB
NCIIIH npou3BOAATCSA CTPOrO YCTAHOBJIEHHBIM MOPSAKOM (PErHUCTPUPYIOTCA U
KOHTPOJMPYIOTCSI) TOJBKO HAa OCHOBAaHHMM pacrnopsbkeHuil pykoBojctBa HOUY
JAITO «CMOILly;

— CETEBOE o0opyI0oBaHuE (KOHIIEHTPATOPHI, KOMMYTAaTOPBHI,
MapHipyTH3aTOpbl U T.M.) pacrojaraercs B MecTaX, HEJAOCTYIHBIX IS
MOCTOPOHHUX (CHEIUATBHBIX TTOMEIICHUSIX, MKadax, u T.I1.).

Cnenpamuctamu HOUY JIITO «CMOILD» ocymiecTBisieTcs: HENMPEPHIBHOE
yIOpaBJICHUE W aJMUHUCTPATUBHAS TMOJJIEpKKA (PYHKIIMOHHUPOBAHUSA CPEACTB

3aIlUTEL.

8. Koutpoas 3¢ppexTuBnoctu cucrembl 3ammutsl UCITIn HOUY AITO
«CMOL»

Kontpons sdpdextuBroctn C3I[[IlH 10KE€H  OCYHIECTBISETCS  Ha
nepuoauyeckor  ocHoBe.  Llempto  koHTponst  3(h(PEKTUBHOCTH  SABISETCS
CBOEBPEMEHHOE  BBISBICHUE HEHa[Iexkaumx pexumoB pabotel  C3IIH
(OTKJIFOUEHHE CPENICTB 3aIUThI, HAPYLUIEHUE PEKUMOB 3aIIUThI, HECAHKIIMOHUPO-
BaHHOE€ W3MEHEHHME pEeXHMa 3allluThl W T.I.), a TaK MPOTHO3UPOBAHUE W
MPEBEHTUBHOE pearupoBaHUE Ha HOBbIE yrpo3bl Oe3omnacHocTy [1/1H.

KOHTposib MOXET NPOBOAUTHCA KAaK aJIMHHHCTPATOPAMH O€30MaCHOCTH
HUCTIIln  (omepaTUBHBI  KOHTpPOJb B  Tpolecce  HMHPOPMAIMOHHOTO
B3aumozneicteuss B MCIIJIH), Tak © NOpUBIEKAaEMBIMM JUIsI 3TOW  UEIH
KOMIIETEHTHBIMU  OpraHu3alisM{, HWMEIIUMHA JMIEH3UI0 Ha 3TOT BUJ
nestenpHocTH, a Takke PCTOK Poccum u ®Chb Poccum B mpenenax HX
KOMITETEHLIUH.

KoHTposb MOXET OCyIIECTBISATHCS aAMUHUCTPATOPOM O€30MaCHOCTH KaK C
NOMOILBI0 HITaTHBIX CPEACTB CHUCTEMbl 3amuThl [I[JI[H, Tak W C TOMOIIBIO
CHeUaIbHBIX TPOrPAMMHBIX CPEICTB KOHTPOJIS.

Onenka 3¢ dekTuBHOCTH Mep 3auThl [IJ[H TPOBOAUTCS ¢ UCTIOIB30BAHUEM

TCXHUYCCKUX M IPOrpaMMHBIX CPCIACTB KOHTPOJISI Ha HIPCAMCT COOTBCTCTBUA
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YCTaHOBJICHHBIM Tpe6OBaHI/I$IM,

9. Cepnl oTBeTCTBEHHOCTH 32 Oe3onacHocTh I11H

OTBeTCTBEHHBIM 3a pPa3pabOTKy Mep W KOHTPOJIb Haja obecrnedyeHueM
0€e30MaCHOCTH  MEPCOHAIBHBIX  JAHHBIX  SBJISETCA  OTBETCTBEHHOE  JIMIIO,
Ha3zHaueHHoe npukazom Hupexkropa HOUY JII1IO «CMOLL».

Cdepa OTBETCTBEHHOCTH OTBETCTBEHHOTO JUIAa BKJIIOYAET CIEAYIOIINE
HarpaBJieHHs o0ecnieueHus: 6ezomnacHoctu [1]1H:

— IlnanupoBanue U peanuzaius Mep 1o odecnedeHuro 6ezonacHoctu I[1/1H;

— Amnanu3 yrpo3 6e3onacnoctu [1]1H;

— Pa3pabotky, BHeapeHHe, KOHTPOJIb HMCIOJHEHUS M TOJ JIepKaHUE B
aKTyaJbHOM COCTOSIHUM TOJUTUK, PYKOBOJCTB, KOHULEMIMH, MpoLeayp,
pEriIaMeHTOB, HWHCTPYKUMI W JAPYTHUX OPTraHU3alMOHHBIX JOKYMEHTOB IO
o0ecreyeHnI0 0E30aCHOCTH;

— KonTtpons 3amumennoctu UT undpactpykrypst HOUY IT1O «CMOLLy;

— OOyuenue u uHdopmupoBanue mnonb3zoBareneil MCIIAH, o nopsake
paboTel ¢ [1/IH 1 cpeacTBamMu 3aIIKTHI;

— llpenoTBpamienre, BbIABICHHE, pEarupoBaHUE U  pacciieJOBaHUE
HapymeHnui 6ezonacHoctu [1/]H.

[Ipyn B3anMOAEMCTBUU CO CTOPOHHUMM OpPraHHM3alUsIMU B Cly4asx, Korna
COTPYIHHMKAM 3THX OpraHU3alMi MPEeAOCTaBISAETCA JOCTYI K OOBEKTaM 3allUThl
(paznmen 3), ¢ ATUMH OpraHU3AIUSAMU JODKHO OBITh 3akitoueHo «CoriamieHue o
KoH(uaeHnuanpHocTHy, 1Moo  «CornameHue O  COOJIOJIGHUU  pexuMa
oe3onacHoctu I1/In npu Beimosnnenun padot B MCIIu». IloaroroBka THUIOBBIX
BAPUAHTOB HTUX COTJIAIEHUM OCYIIECTBISIETCS coBMecTHO ¢ IOpuanueckum

OTOCIOM.

10 . Moaeab HapymuTeJisi 6e3011aCHOCTH

[Ton mapymurenem B HOUY JII1O «CMOIl» nonumaercs JauI0, KOTOPOE B
pe3yJIbTaTe YMBIIUICHHBIX WJIM HEYMBIIUICHHBIX TEHUCTBUM MOXKET HAHECTH YIIepO
o0ObeKTaM 3amuThl (pasaen 3).

Hapymurenn noapasaendrorcs no npusHaky npuHaiesxxHoctd k MCIH.
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Bce HapymmTenu f1ensaTcs Ha JB€ TPYIIIbL:

+ BHEIIHME HApyIIMTENH - (pu3MUecKkue Juila, HE HMEIOUINe IpaBa
npeObIBaHMsl HAa TEPPUTOPUM KOHTPOJIUPYEMOW 30HBI, B IMpeieax

KOTOpoi pazmemiaercst ooopynoanue UCIIIH;
- BHYTPCHHHE HApYIIUTETH - (PHU3UYECKHE JHIA, HMEIOIIHNE IMPaBoO
npeObIBaHMsl HAa TEPPUTOPUM KOHTPOJIUPYEMOW 30HBI, B Mpeielax

KOTOpo# pazmeniaercs odopyaosanue UCII/IH.
Knaccudpukanus  Hapymwurenel mpeacraBieHa B Mopaenu — yrpos

0€30MacCHOCTH MEePCOHATBHBIX JaHHBIX Kakaou MCITJIH.

11 . Moaeans yrpo3 6e30macHOCTH

Hna UCITIn HOUYY HAIIO «CMOLL BbIAETAIOTCS CIEAYIOINIME OCHOBHBIC
KaTeropuu yrpo3 6€30MacHOCTH MEPCOHANIbHBIX JTAHHBIX:

1) Yrpo3bl OT yTEUKH O TEXHUYECKUM KaHAJIaM.

2) Yrpo3bl HECAHKLIMOHUPOBAHHOTO JOCTYyNa K HHPOPMAIIIH:

— YTIpo3bpl YHHUTOXEHHUs, XHIIEeHUs anmapatHsix cpeacts MCII/x
HocuTene wuHpopmanuu mnyreM (U3MUECKOro JOCTyNna K 3JIeMEHTaM
NCITH.

— VYrpo3bl XMILEHUS, HECAaHKUMOHUPOBAHHOW MOIU(UKALWU WIH
OsokupoBaHUs MHGOPMALMU 32 CUET HECAHKIMOHWPOBAHHOIO JOCTYyIa
(HCH) ¢ mpumeHeHneM nporpaMMHO-annapaTHRIX U IPOrpPaMMHBIX CPEJCTB
(B TOM 4yuCIe MPOrPaMMHO-MaTEMAaTUYECKUX BO3IEHCTBUIA).

— VYrpo3sl HE TMPEIHAMEPEHHBIX JEHUCTBUM IOJIB30BATENIEH H
HapyweHui Oe3zonacHocTH ¢yHkuuonuposanus MCII[n u C3II[Jn B ee
COCTaBe M3-3a COOEB B MPOrpaMMHOM OOECIEYEHUH, a TaKXKe OT Yyrpo3
HEaHTPONOreHHOTO (cOOeB ammapaTrypbl M3-3a HEHAJIEKHOCTU DJIEMEHTOB,
cOOEB DJEKTPONMHUTAHUS) W CTUXUHWHOTO (YJAapOoB MOJHUM, TI0KapoB,
HABOJIHEHUH U T.II.) XapakTepa.

— YTpo3bl IIPEIHAMEPEHHBIX ICUCTBUIM BHYTPEHHUX HAPYLIUTEIICH.

— prOBBI HCCAHKIIMOHUPOBAHHOTO AOCTYIIA ITO KaHAaJIaM CBS3H.

12. Mexanu3Mm peasausanuu Konuenuuu

Peanmaun;l KOHHﬁHHI/II/I JOJIDKHa OCYIICCTBIIATHCA Ha OCHOBC
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NEPCIIEKTUBHBIX MPOTPaMM U IJIAHOB, KOTOPHIE COCTABIISIOTCS HA OCHOBAaHUH U BO
UCITOJIHEHHE:

— (enepanbHBIX 3aKOHOB B o0jacTu oOecredyeHus HUHGPOPMAIMOHHOMN
0€30MMacHOCTH U 3alIUTHl HHPOPMAIUY;

— nocrtanossieHn [IpaBurensctBa Poccuiickon @enepanuu;

— PYKOBOJIAIIUX, OPTraHU3alMOHHO-PACTIOPSAIUTENBHBIX U METOAMYECKUX

nokymentoB @CTOK Poccuu;

— notpedbHoctet MCIIJIH B cpencTtBax obOecrieueHusi 0€30MacHOCTH

nHpopMaruu.

13. Oxknpaembliii 3¢ dekT ot peanuzanun KoHnenuuu

Peanmuzanus Konnenuuu 6e3onacuoctu [1/{n B UCIIJIH mo3BouT:

— oueHuTh coctosiHue Oe3zonacHocTH uHGpopmanuu WCIIH, BBISIBUTH
WMCTOYHUKU BHYTPEHHUX M BHEUIHUX Yrpo3 WHGOPMAIMOHHONW Oe301acHOCTH,
ONPENENUTh TMPUOPUTETHBIE HAMNpPaBJICHUS MPEAOTBPAIICHUS, OTPAXKECHUS U
HEWUTpaIu3aluu 3TUX yrpo3s;

— pazpaboTaTh  pacHnopsiAMTENbHBIE W HOPMATUBHO-METOJAMYECKHUE
JTOKyMeHTbI pumeHnuTenbHo K UCII/IH;

— npoBecTH kinaccudukamnuio u ceprudukanuro UCIT/IH;

— IIPOBCCTH OPraHU3allMOHHO-PCIKUMHBIC U TCXHUYCCKHUC MCPOIIPHUATHUSA 110

obecnieuenuto 6e3onacuoctu I1/{n B UCII/IH;

— o0ecreyuTh HEOOXOIUMBIN YpOBEHb OE€30MAaCHOCTH OOBEKTOB
3aIUTHI.

OcyIliecTBI€HUE OTUX MEPONPUITUN O00ECHEUUT CO3JaHUE €IUHOM,
LEJIOCTHOM M CKOOPJMHUPOBAHHOW cHUCTEMbl WH(OPMAIMOHHONW OE€30MacHOCTH

NCII/IH n co3macT yciaoBus 1Jisl €€ JaJTbHENIIEro COBEPIICHCTBOBAHUS.
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